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ARTICLE 5: PREVENTIVE ANTI-CORRUPTION POLICIES AND PRACTICES

1. Each State Party shall, in accordance with the fundamental principles of its legal system, develop and implement or maintain effective, coordinated anti-corruption policies that promote the participation of society and reflect the principles of the rule of law, proper management of public affairs and public property, integrity, transparency and accountability. 

2. Each State Party shall endeavour to establish and promote effective practices aimed at the prevention of corruption.

3. Each State Party shall endeavour to periodically evaluate relevant legal instruments and administrative measures with a view to determining their adequacy to prevent and fight corruption. 

4. States Parties shall, as appropriate and in accordance with the fundamental principles of their legal system, collaborate with each other and with relevant international and regional organizations in promoting and developing the measures referred to in this article. That collaboration may include participation in international programmes and projects aimed at the prevention of corruption. 

I.
OVERVIEW

Article 5 states that the Convention makes a series of mandatory and discretionary proposals to prevent corruption directly as well as proposals to minimise or design out the opportunities through the encouragement of more open government and higher standards. Each State Party must provide the context and framework to implement the Convention by devising, developing and implementing an anti-corruption policy or policies to address corruption directly and indirectly. This will be achieved through the promotion of the principles of the rule of law, proper management of public affairs and public property, integrity, transparency and accountability. 

Each State Party should thus review its existing legislative, institutional and procedural provisions to strengthen a coherent and coordinated anti-corruption strategy. In doing this, each State Party should, internally, ensure the participation of its citizens in the planning and implementation of the policy or policies. Externally, each State Party should work with other States Parties to share good practice and to elaborate regional and international arrangements to facilitate cooperation and mutual support. Chapter II as a whole and Article 5 in particular stresses the importance of prevention as a central policy for implementing the Convention; other Chapters focus on law enforcement and investigative aspects of anti-corruption work.
II.
PRACTICAL CHALLENGES AND SOLUTIONS

States Parties will deliver preventive anti-corruption policies. This Article addresses overall aspects: other Articles address specific features such as participation of society (Article x), proper management of public affairs (Article 9), integrity, transparency and accountability (Article x), reviewing legislation (Article x) and working with other States Parties. The basis for an effective policy is to undertake a review of existing laws, procedures and institutions to assess the threat posed by corruption. States Parties should determine the policy or policies on the basis of a risk assessment that should itself be founded on relevant information or statistical data. For example, State Parties should collect data that shows allegations, investigations and prsecutions relating to corruption or disciplinary measures imposed on public officials for corruption offences or breaches of rules of professional conduct relating to such offences (e.g. failure to report a conflict of interest). Other useful data would include audit reports on public bodies which may give indications of corrupt use of public funds or demonstrate deficiencies in control or accounting procedures. Other statistical data appropriate to the circumstances of the State Party will also be relevant. States Parties should be aware, however, of the need to avoid basing a preventative policy solely on corruption 'identified' through past investigations, convictions or other indicators. They should explore and asses a wide range of risks, vulnerabilities and threats associated with corruption. Specific research to identify causes, trends, threats, risks and harms should thus be commissioned. 

The information and data should form the basis of a risk assessment that identifies the trends, causes, types, pervasiveness and seriousness associated with types and levels of corruption, their impact. This will develop a better knowledge of the activities and sectors exposed to corruption, and the basis for the development of a risk-based preventive policy, together with relevant strategies and action plans for better prevention and management of the risk of corruption.
II.1 
Preventive anti-corruption policies and practices

Many States Parties have an emphasis on repressive measures – legislation and investigation agencies. Such an approach is only a part of effective anti-corruption policies; it is also expensive and focuses on the failings of and abuse of rules, procedures and public funds. Emphasis should be given to prevention because it not only complementary and linked to repressive measures; the value of the focus on prevention is on intervening to manage the risk of corruption prior to the conduct occurring. In so doing it also safeguards the integrity of the application of rules, procedures and funds, with wider benefits in promoting public trust and managing the public conduct of officials. 

II.2
Effective and coordinated policies

Many policies aim in general terms to prevent corruption. The UNCAC approach requires a more coherent framework that moves from general principles to clear and realistic policies, strategies, action plans and procedures, and regular monitoring. This requires a comprehensive and coordinated approach, from the systematic collection and collation of quantitative and qualitative information on the situation in the country, to the development of a policies or policies which would establish overall goals and objectives that are then translated into strategies and action plans in order to enable comparison with the results achieved and enable adjustments to the policies and their implementation. All activities in the processes of drafting, adoption, implementation and monitoring and assessment of the strategy should be planned, led and coordinated among all relevant stake-holders (public and private sectors, civil society), and all areas where corruption might occur.

II.3 
The promotion of the participation of society

The policy should include means for awareness-raising of the population of the threats posed by corruption. Active participation of the society in supporting the policy, in its development and subsequent implementation, has to be ensured by their independent and responsive involvement. Therefore, the policy has to envisage specific ways in which representatives of the society will be included and consulted during all processes concerning its development, content, endorsement, implementation, and review – issues discussed in Article 13 – as well as the means to measure progress by agencies and citizens.

II.4
Using the Guide

Article 5 sets the scene for the implementation of the Convention by discussing an effective, comprehensive, coordinated and measurable policy. The various components are fully described in the rest of the Guide. States Parties are, however, invited to ensure that they recognise the holistic nature of the Convention and plan their strategy so that all components of the Convention are addressed.

II.5
International Collaboration 

States Parties should look constantly for an improvement of the practical efforts in the prevention of corruption - those described in the strategy itself and the various programmes and action plans – as well as means to assess what works and why. Measures with a proven effect have to be developed further, disseminated among all interested parties and publicly introduced into more general use. States Parties should ensure a means of achieving the identification, disseminating and adaptation of good practice at the sub-national, national and international levels.

III.
CREATING THE POLICY 

While Article 5 requires a policy – and many States Parties may wish to bring together their existing range of measures into a coordinated policy – States Parties will need to consider delivery of a policy's objectives and goals in terms of the adoption of an overall strategy, with action plans, with coordinated approaches, objectives and deadlines for the implementation of measures, a mechanism to review the results, the designation of a body to oversee implementation etc. 
Overall, the key issues for States Parties will concern:

· Who is the main developer of the policy or policies?

· Will there be a single policy or and number of coordinated policies?

· Who is the main developer of the strategy? 

· Does this require coalition building in order to ensure the participation of the government and non governmental actors or will consultation suffice?

· Who will own or oversee implementation?

· How will progress be assessed?

· How with the strategy be reviewed and revised?

· How with the policy be reviewed and revised?

Government has the main responsibility for developing the building blocks for the policy drafting process but should do so in a consultative and inclusive manner; promotion of civil society participation is an objective and prerequisite of the policy. In so doing, each State Party should ensure: the collection, collation, and analysis of where corruption occurs, and why; a process to devise a policy that ensures public participation; a strategy that includes the coordination and linkage between the various Articles in Chapter II; a body or body as specified in Article 6 to ensure the implementation and review of the strategy and policy; means to ensure regional and international collaboration. 

The policy should set out clear goals, timelines and the sequences in which specific goals should be accomplished. These should be made public, ensuring overall transparency and helping to mobilize popular support and pressure to achieve the expected goals. There should be a process to allow for review and revision according to a predetermined and public schedule, to assist in planning future actions and evaluating past or ongoing actions;

The policy should reflect both an overall approach that reflects the perspectives of public bodies, regulators and investigators, and private sector and civil society that builds a practical, prioritized and measurable framework that is owned by the institutions involved and suitable for monitoring, review and revision. 

While the delivery of the policy will fall within the responsibility of the body or bodies mandated from that purpose under Article 6, the strategy is to provide overall practical guidance. Within that guidance, specific action plans should be developed by individual sectors or institutions to ensure that the strategy is cascaded down through all public bodies. These should reflect the implementation of the policy in detail and ensure that the policy is not simply a mere declaration of intent. In order to be credible they must be co-ordinated and must comprise definite, measurable objectives in terms of outcomes and impact on the prevention of corruption and wider benefits (see II.1 above). It must be ensured that they are implemented and periodically evaluated and adapted. In particular, one of the pivotal means of fighting corruption is the existence of an effective and continuing means of monitoring, review, and revision. This will need to be institutionally organized and coordinated. Therefore, the establishment of an independent body for the purpose of prevention policy is indispensable.
Finally, States Parties should note that the Convention does not have a definition of corruption. Like the Convention, many national legislations do not contain a single definition of corruption due to difficulties in trying to encapsulated a range of components into one definition. Similarly, a universal definition might preclude new forms of corruption in future. In wishing to seek a common understanding of what is corruption, States Parties should draw on the Convention as a definitive source of what types of actions and conduct is considered corrupt. 

IV. 
POLICY STRUCTURE

Once the assessment has been undertaken as proposed in II. above, the policy will go through a number of stages toward implementation. The first stage is the development phase to set priorities, to make an estimate of how long the policy will last and to determine the resources required to implement it. The assessment should cover all sectors of the public administration and, if necessary, the private sector, to ensure no detail is overlooked. The policy developed at this stage will be the baseline against which future progress will be assessed. This will be followed by the design stage, to set clear and reasonable objectives for the strategy and each of its components, and measurable performance indicators for those objectives. 

The delivery stage of the strategy will raise the awareness of key stakeholders and the public of the true nature, extent and impact of corruption. Awareness-raising will help foster understanding of the anti-corruption strategy, mobilize support for anti-corruption measures such as from the private sectors and the civil society/NGOs, and encourage and empower populations to expect and insist on high standards of public service integrity and performance through enactment relevant rules or regulations. Finally the follow-up phase will be used to help assess progress against the strategy, to provide periodic information about the implementation of strategic components and their effects on corruption, and to help decide how strategic components/priorities can be adapted in the face of strategic successes and failures.

ADD TO CHECKLIST

· Improve the quality and efficiency of the criminal justice system 

ARTICLE 6: PREVENTIVE ANTI-CORRUPTION BODY OR BODIES

1. Each State Party shall, in accordance with the fundamental principles of its legal system, ensure the existence of a body or bodies, as appropriate, that prevent corruption by such means as: 

(a) Implementing the policies referred to in article 5 of this Convention and, where appropriate, overseeing and coordinating the implementation of those policies; 

(b) Increasing and disseminating knowledge about the prevention of corruption. 

2. Each State Party shall grant the body or bodies referred to in paragraph 1 of this article the necessary independence, in accordance with the fundamental principles of its legal system, to enable the body or bodies to carry out its or their functions effectively and free from any undue influence. The necessary material resources and specialized staff, as well as the training that such staff may require to carry out their functions, should be provided. 

3. Each State Party shall inform the Secretary-General of the United Nations of the name and address of the authority or authorities that may assist other States Parties in developing and implementing specific measures for the prevention of corruption.

I.
OVERVIEW

Article 6 requires an institutional focus to the Convention anti-corruption prevention strategy. Although the Article is mandatory, the Article does not prescribe whether the institutional focus should lie with a single agency or more than one agency. It also does not specify whether it should be part of or in addition to the specialist law enforcement investigative anti-corruption unit or agency required by Article 36. The main focus of the body or bodies is on prevention, and specifically in relation to delivering prevention policy [Article 5]. Examples of States Parties that have separate prevention programmes are Canada (Office of the Ethics Commissioner) and the U.S. (The U.S. Office of Government Ethics). The Hong Kong Independent Commission Against Corruption and the Indonesian Kumasi Pemberantasan Korupsi are agencies that do both prevention and investigation.
There is no one universally accepted model but States Parties may, to achieve the objective of the Article, consider a number of structural features which have been considered useful in contributing to the effectiveness of a preventive anti-corruption body or bodies. 

II. 
PRACTICAL CHALLENGES AND SOLUTIONS

II.1
Preventive Anti-Corruption Body or Bodies

To deliver Article 5, the body or bodies need to address: how they will create: an equitable and consistent approach across various sectors (with that approach used as a basseline that may be tailored to what is required by specific sectors); the legislative context to ensure a body or bodies has the formal authority to work across sector boundaries with equal authority; means to ensure the coordinated implementation of policies and undertake inquiries, research and reviews; measures to ensure the impartiality of appointments, security of tenure for staff; operational independence to allow the effective performance of the body or body's mandate; and appropriate budgetary and reporting arrangements.

When considering the institutional framework, States Parties may wish to consider using an existing body or bodies, giving more responsibility to an existing body or establishing a new body. Each will have its own challenges but States Parties may wish to balance the added-value of a newly created body compared to the work of existing agencies. 

The factors in favor of a new body include:

· Its establishment would represent a new beginning and a demonstration of a new commitment;

· Existing bodies may have lost credibility and the inertia of their existing unsuccessful practices may be difficult to change.

· Existing bodies may have staff that do not have the skills required for the new mandate;

· A new body can be given new powers appropriate to current circumstances;

On the other hand, the following points are in favor of existing bodies:

· They already have premises, trained staff, legal powers, internal procedures etc, all of which would have to be created from the beginning by a new body, thus risking the loss of momentum;

· Existing bodies may have a degree of credibility already and simply need an amendment to their legal powers to be fully effective;

· The creation of a new body poses a dilemma as to whether to maintain or abolish existing body or bodies whose maintenance may create tensions and potential for conflict (over resources, powers, lead responsibility, and so on) but whose abolition would likely to be opposed by those with an interest in the existing body or bodies.

II.2 
Mandate and Powers

The body or bodies shall develop, maintain, revise and monitor the implementation of effective, coordinated anti-corruption policies mandated by Article 5. This strategy might designate responsibilities across the public sector, the private sector, the voluntary or NGO sector, and civil society. 

Within the remit of the policy and the delivery strategy, the body or bodies should ensure that it or they establish and promote effective action plans, procedures and practices aimed at the prevention of corruption across and within sectors. There should be reasonably frequent and published periodic evaluations of relevant legal instruments and administrative measures with a view to determining their adequacy to prevent and fight corruption. 

To fulfill this mandate, the body or bodies will require the formal legislative authority to undertake a number of functions. Thus the legislative framework should consider including the following:

· provide the body or bodies with the statutory authority to develop policies and practices outlined in the Convention;

· allow the body to publish manuals of guidance and develop Codes of Conduct;

· allow the body to make comments on or recommendations for future legislation and provide that it should be consulted before any anti corruption legislation is introduced;

· allow the body the ability to commence an inquiry on its own initiative (this is important both for agencies with investigative powers and preventive agencies. The former can instigate a case and the later will be able to use this information to revise or create policy), and does not require that any matter for inquiry be referred to it before it may act;

· require a public agency or public official to produce a statement of information;

· require any person to produce specified documents or information;

· determine the body or bodies’ right to hold hearings in public and its right to 
determine whether or not to hold public hearings;

· ensure the authority has power to publish findings

· require the attendance of public officials at hearings;

· ensure the exchange of information with appropriate bodies, domestically and internationally, involved in anti-corruption work, including the relevant law enforcement authorities when allegations of corruption are received;

· ensure the appropriate independence to fulfill its functions;

· ensure that the staff of the body are protected from civil action when carrying out their duties in good faith;

· provide for appropriate levels of accountability and reporting;

· ensure the appropriate leadership, i.e. individuals who have the education, qualifications and background to have the requisite stature for the organization;

· ensure the appropriate level of resources.

II.3
 Functions
Within the legislative framework established in I.2, the body or bodies will be able to undertake a number of functions. It or they will thus be able to: require public sector institutions to produce specific action plans to address the issues (including those identified in Article 8); undertake evaluations or inspections of institutions; receive and review complaints from the public, receive audit, investigative or parliamentary reports from those bodies responsible for anti-corruption investigations, ; undertake research into legislation and administrative procedures; undertake public opinion surveys, and develop other sources of information; take evidence on and hearings for an annual review of progress on the overall anti-corruption policy or policies.

The body or bodies should work with public sector institutions to ensure that information on anti-corruption measures is disseminated to appropriate agencies and the public. It or they should work with NGOs and educational institutes to promote the preventive work and the integration of anti-corruption awareness into school or university curricula. The body or bodies should have legislative authority to publish all reports unless such publication would endanger an ongoing administrative or criminal case. It or they should consider the production of manuals of guidance to be distributed as widely as possible. All reports should be launched at a media event to encourage publicity.

With a primary focus on prevention policy and practices, the body or bodies should ensure that it or they take appropriate measures to coordinate the work with other agencies, develop longer-term strategic perspectives and balance a consensual approach with a robust independence. In part the body or bodies will have to establish appropriate procedures on how to deal with individual allegations (especially to avoid jeopardising law enforcement inquiries and possible future prosecutions). Since such bodies normally do not have investigative powers, they should not be in the business of receiving such allegations – and clarify to the public that they are not an investigative body, and in the event that such a body receives an allegation, it would have a clear procedure for ensuring that the allegations are communicated to the appropriate law enforcement authorities.



II.4 
Independence and accountability

While States Parties may use a range of means to implement Article 6, including inter-ministerial working parties or task forces, or specialist committees under the direction of the President or Prime Minister, the Article in using the term ‘body’ or ‘bodies’ suggests a more permanent or institutional focus. This would indicate the seriousness with which the issue was being taken and the recognition that the development of a country-specific approach may take a significant time to develop, to be prioritized and sequenced and to be measured for effectiveness and impact. This would in turn allow for a legislative framework that would ensure operational independence of the body or bodies so that they may determine its or their own work agenda as well as, and how it or they deliver their mandated functions. 

In so doing the legislation must address the appointment, tenure and dismissal of the Director and other designated senior personnel; the composition of the body and/or any supervisory board; suitable financial resources and remuneration for staff; an appropriate budget; suitable recruitment, appointment/election, evaluation and promotion procedures; periodic reporting obligations to another public body, such as the legislature; formal paths to allow cooperation and exchange of information with other agencies; arrangements to ensure the involvement of the civil society and media. The body and its staff should be protected from civil actions as long as those actions have been carried out under the authority of the agency and in good faith (although this protection should not inhibit proper judicial review, as noted below).
The means to secure independence and accountability should be enshrined in law rather than executive decrees (which can easily create such a body but also determine its abolition). A statutory or constitutional framework enhances the likelihood that the body or bodies will have sufficient powers to promote effective policies and enforcement, as well as giving a sense of permenance and seriousness. The body or bodies should have the authority to follow up on whether and how its recommendations have been implemented. It or they should be able to develop and retain staff that have expertise in combating corruption. It or they should be designated as the focal point and resource known by, and available to, public officials and the public. Finally it or they should be able to issue an annual public report.

The body or bodies, however, should not assume independence from the normal accountability requirements of all public bodies, whatever their functions. Independence and inquiry powers need to be balanced by mechanisms to ensure the transparency and accountability of the body or bodies. This may include reporting to or being the subject of review by inspectorates, parliamentary joint committees, reporting to parliament, annual external audit and where relevant to the courts through judicial review. Such processes need to respect what are often confidentiality requirements because of the sensitivity of anti-corruption work. The body or bodies will often be in a position to hold a persons freedom, resources and reputation at risk and they should have an affirmative obligation to protect information until an appropriate finding can be made.

Part of the independence of the body or bodies, and also a means to ensure public visibility, should be the right to determine how it or they conduct their work. In particular, the body or bodies should be entitled to determine the public nature of their work, through public hearings, which can be an important tool in exposing evidence of corruption and educating the community about corruption. At the same time, private hearings can be used to maintain the integrity of the inquiry, protect the identity of a witness or informant, receive information that may be used for further criminal and disciplinary charges, avoid interference with other proceedings, and avoid unnecessary harm to individual reputations. The body or bodies, however, should have a general policy of publishing its findings and reports to emphasise its role in upholding public integrity.
II.5
Resources

It is important that the body or bodies will be funded appropriately. One method for doing this is direct submission of its annual business plan, with full budgetary details, to the appropriate budgetary committee of the Legislature for approval. Where possible, the funding for the body should be agreed on a multi year basis. This will minimise the potential for the legislature to use its budgetary approval power to limit the body’s independence or to exercise improper influence in relation to specific corruption cases. An alternate method would be that the body receives an overall grant and be free from legislative influence over individual items in its budget. How it spends its funds is the responsibility of the body or bodies but each year the body or bodies should submit accounts and be subject to the appropriate external audit arrangements for public bodies of an equivalent nature. 

Although there are many other arrangements to ensure appropriate resources, the focus should be on maintaining the independence of the anti-corruption body or bodies. 

II.6 
Specialised Staff and Training

Within its annual business plan and budget estimate, the body or bodies should identify staffing requirements. The authority creating them should consider allowing the body or bodies to plan its or their own budget, determine the number and professional qualifications of its staff, identify necessary specializations, as well as training qualifications and requirements. For transparency, it would be reasonable for the body to publish its recruitment and appointment procedures. These should meet the requirements for public appointments set out in Article 7 of the Convention and should be subject to audit.

II.7 
International Collaboration

The body or bodies should be able to create protocols and agreements to facilitate collaboration with other agencies and with relevant international and regional organizations in promoting and developing the measures referred to in the Article, and participate in international programmes and projects aimed at the prevention of corruption. It or they should consider providing a liaison member seconded to the body or bodies by the other States Parties in order to exchange different experiences. Finally and insofar as the body or bodies are involved in implementing Article 5, it or they should be involved in the development of mechanisms for co-operation and technical assistance at regional and international levels. 

ARTICLE 7: PUBLIC OFFICE REQUIREMENTS

1. Each State Party shall, where appropriate and in accordance with the fundamental principles of its legal system, endeavour to adopt, maintain and strengthen systems for the recruitment, hiring, retention, promotion and retirement of civil servants and, where appropriate, other non-elected public officials: 

(a) That are based on principles of efficiency, transparency and objective criteria such as merit, equity and aptitude; 

(b) That include adequate procedures for the selection and training of individuals for public positions considered especially vulnerable to corruption and the rotation, where appropriate, of such individuals to other positions; 

(c) That promote adequate remuneration and equitable pay scales, taking into account the level of economic development of the State Party; 

(d) That promote education and training programmes to enable them to meet the requirements for the correct, honourable and proper performance of public functions and that provide them with specialized and appropriate training to enhance their awareness of the risks of corruption inherent in the performance of their functions. Such programmes may make reference to codes or standards of conduct in applicable areas. 

2. Each State Party shall also consider adopting appropriate legislative and administrative measures, consistent with the objectives of this Convention and in accordance with the fundamental principles of its domestic law, to prescribe criteria concerning candidature for and election to public office. 

3. Each State Party shall also consider taking appropriate legislative and administrative measures, consistent with the objectives of this Convention and in accordance with the fundamental principles of its domestic law, to enhance transparency in the funding of candidatures for elected public office and, where applicable, the funding of political parties. 

4. Each State Party shall, in accordance with the fundamental principles of its domestic law, endeavour to adopt, maintain and strengthen systems that promote transparency and prevent conflicts of interest.
I. 
OVERVIEW

Article 2 of the Convention places a broad construction on the concept of a public official which should embrace the staff of all public sector services and all those seeking to hold public office by election. Appointed public office should be based, on recruitment and throughout a career, on merit with transparent policies and procedures. Within the diversity of representation, the right of association, open and accessible elections, and the recognition of the right to political opposition, those seeking election to public office should also reflect standards similar to those expected from appointed public officials. Thus ethical and anti-corruption requirements are an integral part of public office and concern all types of elected or appointed public officials as defined in Article 2. Article 8 addresses more detailed issues relating to conflict-of-interest while Article 10 and 13 are concerned with freedom of information, accessibility of public records and transparent decision-making.

II. 
PRACTICAL CHALLENGES AND SOLUTIONS

II.1 
Efficient, transparent and objective systems for recruitment, hiring, retention, promotion and retirement of public officials

The basis for an efficient, transparent and effective state free of corruption is a public service staffed with individuals of the highest level of skill and integrity working in the public interest, States Parties should consider developing a system to attract and retain such individuals. States Parties should consider an institution such as a public services commission to handle or provide guidance on recruitment, employment and promotion procedures. Whether or not the institution is advisory (where individual departments manage their own staffing) or executive (where the institution itself is responsible for staffing issues), it is important that procedures are, as far as possible, uniform, transparent and equitable. At the same time, with a number of States Parties seeing political appointees, advisors, and private sector consultants taking on public functions or publicly-funded posts, such an institution may at the least provide guidance on systems to ensure justification for and transparency of employment for such posts and that the principles of this Article and Article 8 govern to those appointed.

Thus procedures should cover the need for business cases for new posts, with stated requirements and qualifications. Posts should be openly advertised and filled under agreed recruitment procedures which would range from transparent procedures for selection and appointment criteria, to the confirmation of qualifications and references for successful candidates. Appointments should have stated terms and conditions of service, and remuneration, commensurate with the duties and responsibilities of the post. Remuneration and any other benefits should be adequate to recruit and retain appropriately qualified and skilled staff. Public officials should have proper training, including ethics training, and career development. The procedures for promotion or any reward or performance-related schemes should follow as far as possible those for new posts. 

There should also be annual performance appraisals for individual members of staff for determination of effectiveness, training needs, career progression and promotion.

States Parties should ensure that all ministries and departments maintain accurate personnel records for all recruitment, promotion, retirement and resignation, and other staffing issues. Since the wage bill is usually one of the biggest items of government expenditure and susceptible to weak control and corruption, payroll records should be underpinned by a centralised or institutional personnel database against which to verify the approved establishment list and the individual personnel records (or staff files). 

II.2
Procedures for the selection and training for positions vulnerable to corruption
While II.1 provides a common approach across the public service, States Parties will recognize that certain posts or activities may be more susceptible to corruption. These will require a higher level of assurance against misuse and it is important to identify the organizational vulnerabilities and procedures that need to be addressed (sometimes termed ‘corruption-proofing’). A Public Services Commission, or equivalent institution, possibly in conjunction with the body or bodies identified in Article 6, should consider conducting an audit to:

· determine which public positions or activities are particularly vulnerable to corruption; 

· analyze vulnerable sectors; and

· prepare a report addressing the assessments and specific risks within vulnerable sectors, with consequential proposals to deal with them.

Recommendations or proactive measures may include: pre-appointment screening of successful candidates (ensuring that the potential appointee has already demonstrated high standards of conduct); specific terms and conditions of service for successful candidates; procedural controls, such as benchmarking performance, or the rotation of staff, as means of limiting inducements to and effects of corruption arising from protracted incumbency. 

Management should also introduce specific support and oversight procedures for public officials in positions that are especially vulnerable to corruption, including regular appraisals, confidential reporting, registration and declaration of interests, assets, hospitality and gifts. They should establish within predetermined criteria, where possible and depending on the level of risk, a system of multiple-level review and approval for certain matters rather than having a single individual with sole authority over decision-making. This is in part also intended to protect staff from undue influence and in part to introduce and independent element to the decision-making process. 

It may also be necessary to consider post appointment screening of lifestyles of certain key officials. This might include monitoring the nature of living accommodation, use of cars and the taking of holidays to ensure they are consistent with known salary levels. Individuals’ bank accounts may also need to be monitored, provided that such monitoring is approved by employees in their contracts. In those departments which are vulnerable to corruption such scrutiny may be considered for post-resignation or post-retirement movements where it may be suspected that the post-resignation or post-retirement post may be an undue advantage to a public official for or after the award, for example, of a procurement contract.

II.3
Adequate remuneration and pay-scales

One major area of concern, particularly for developing or transitional States Parties, is ensuring adequate remuneration for public officials. Both the level and certainty of payment may encourage a range of unacceptable conduct, from taking time from official responsibilities to undertake secondary employment to the susceptibility to bribery. While it is the prerogative of States Parties to determine pay and benefits as well as terms and conditions of service they wish to consider ‘adequate’ as a preventative measure in that ‘adequate remuneration’ should allow public officials to enjoy the means to meet living costs commensurate with their position. States Parties should also ensure that the pay scales are linked to career progression, qualifications and promotion opportunities. The method of determining public sector pay and the criteria by which it is determined should be public. States Parties should also consider the appropriate role of employee associations and independent arbitration in the event of disputes.

II.4
Training public officials in ethics
The awareness among public officials of the risks of corruption posed in the performance of their public functions, and ways to prevent or report corruption, will be enhanced through training and regular report-gathering on corruption information. Training should be organised annually. Thus all public officials should benefit from suitable courses on professional ethics, not only upon recruitment but also as part of in-service training and especially for the posts most exposed to risks of corruption. Training should incorporate discussion on the resolution of specific practical examples and the appropriate means for raising or reporting concerns. 

It is emphasized that adequate information to staff on their rights and duties, and on the risks of corruption or misconduct attaching to the performance of their functions, will help to emphasise the importance of the ethical conduct expected of every official and to foster a culture of integrity. Here involving staff on annual corruption reviews would engage them in awareness. Public bodies should consider incentives to encourage employees to propose new preventive measures. For example, an employee who proposes effective preventive measures could receive credit for organizational effectiveness on a performance appraisal. Criteria for promotion might also include experience of anti-corruption work. It will also involve them in identifying areas of concern and possible prevention measures. Conversely, where public officials face personal problems or unethical work circumstances, public bodies may wish to consider a centre of consultation where public officials can ask assistance for health state or family troubles or other moral dilemmas. 

As part of the requirements under Article 5, management of public organizations should consider preparing reports under Article 5 for the body or bodies under Article 6 that will cover material drawn from:

· employees in positions with responsibility for public organization duties;

· different sources, including:

- management risk assessments;

- management of risk positions;

- internal and external audits; 

- public surveys on perceptions of the effectiveness of anti-corruption measures;

- employee surveys on topics such as:

- training relevance;

- ‘bottom-up’ threat risks;

- perceptions of the effectiveness of preventive measures; and

- reports on the willingness of staff to report suspicions.

II.5
Candidature for and election to public office criteria

While II.1 to II.4 address those appointed to public office, States Parties should consider that the same themes and issues are addressed in relation to those seeking election to public office. Most States Parties will have constitutional and legal criteria frameworks that stipulate the requirements for standing for any election, as well as laws and regulations governing the integrity of the electoral process. States Parties, however, may also want to consider ensuring that those seeking or holding public office also adhere to high ethical standards. This may involve laws or regulations that limit the political involvement, such as party membership or standing for elected office, for certain categories of public official. They may list those existing elected and appointed posts that would be incompatible with seeking a new or additional elected public office. They may have provisions to debar those with convictions for certain criminal activity, including corruption, from seeking or holding public office. They may require candidates to make a full disclosure of their assets. They may have legislation to void elections if a candidate or the candidate’s party or supporters are proved in legal proceedings to have been involved in electoral corruption.
II.6
Transparency in campaign and political party financing
All States Parties should establish appropriate predetermined rules and procedures to govern the finance of political campaigns to ensure a fair and open election process. Although not mandatory, a number of States Parties have set up one or more public bodies to be responsible for registering voters and managing elections, registering parties, monitoring party finances, reviewing candidate eligibility and financial disclosures, administering campaign finance laws and investigating any associated breaches. 

There are a number of issues to be addressed to encourage transparent funding. For those States Parties these include: setting the parameters for the limits, purpose and time periods of campaign expenditures; limits on contributions; identification of donors (including whether or not anonymous, overseas and third party donations or loans are permissible, restricted or prohibited); payment for and control of advertising and media broadcasting; what types of benefits-in-kind are allowable; the form and timing of submission of, and publication of, accounts and expenditure by party organizations; means to verify income and expenditure; whether tax relief is allowed on donations or loans; and means to dissuade governments from using state resources for electoral purposes. 

For States Parties relying on public funding for elections and parties there are also issues relating to the calculations of the level of subsidy, how to encourage the development of new parties (while avoiding the creation of parties whose prime purpose is to access funding), and access to political broadcasting. Finally there needs to robust legal provisions and institutional procedures to deal with adjudication over contested voter registration and candidatures and adjudication over contested elections.

States Parties are invited to take note of the relevant initiatives of regional, organizations, such as the Council of Europe Recommendation No. R (2003) 4 on common rules against corruption in the funding of political parties and electoral campaigns. 

II. 7
Transparency and the prevention of conflicts of interest

States Parties should consider introducing legislation that provides for the freedom of information and access to records, and transparent public decision-making, with appropriate administrative regulations on the retention of, storage of, access to, and privacy of state documentation. This requirement is addressed in more detail in Articles 10 and 13. 

For all holders of public office, and depending on the office concerned, States Parties should ensure general provisions on conflicts of interest, incompatibilities and related issues. Generally, the very existence of a conflict of interest is not necessarily a form of wrongdoing in itself. Conflicts between duty/duties to one’s employer or to the public (as a public official) and personal interests will arise from time to time. That such conflicts arise is to be expected and is not something to be ashamed of. What is important is that these conflicts are recognized, transparent and are managed in such a way that personal interest is not served over and above public duty. Thus, for those holding elected or appointed public office, States Parties should develop clear guidance and procedures what is or is not acceptable as an interest, function, post or activity. It should clarify which are incompatible with public office and, where they are compatible with public office but where there is the potential for a potential or actual conflict with public office, what steps must to undertake to avoid this occurring. This requirement is addressed in more detail in Article 8
Add to checklist

· The body or bodies should conduct corruption prevention reviews in public bodies with a view to reducing complexity of systems and therefore eliminate as far as possible systemic corruption.

· In view of corruption risks involved in the use of discretionary powers, the body or bodies should issue guidance to public bodies on the risk of misuse of discretionary powers and that best practices be developed to prevent such behaviour.

ARTICLE 8: CODES OF CONDUCT FOR PUBLIC OFFICIALS

1. In order to fight corruption, each State Party shall promote, inter alia, integrity, honesty and responsibility among its public officials, in accordance with the fundamental principles of its legal system. 

2. In particular, each State Party shall endeavour to apply, within its own institutional and legal systems, codes or standards of conduct for the correct, honourable and proper performance of public functions. 

3. For the purposes of implementing the provisions of this article, each State Party shall, where appropriate and in accordance with the fundamental principles of its legal system, take note of the relevant initiatives of regional, interregional and multilateral organizations, such as the International Code of Conduct for Public Officials contained in the annex to General Assembly resolution 51/59 of 12 December 1996. 

4. Each State Party shall also consider, in accordance with the fundamental principles of its domestic law, establishing measures and systems to facilitate the reporting by public officials of acts of corruption to appropriate authorities, when such acts come to their notice in the performance of their functions. 

5. Each State Party shall endeavour, where appropriate and in accordance with the fundamental principles of its domestic law, to establish measures and systems requiring public officials to make declarations to appropriate authorities regarding, inter alia, their outside activities, employment, investments, assets and substantial gifts or benefits from which a conflict of interest may result with respect to their functions as public officials. 

6. Each State Party shall consider taking, in accordance with the fundamental principles of its domestic law, disciplinary or other measures against public officials who violate the codes or standards established in accordance with this article. 

I.
OVERVIEW

States Parties are required to actively promote personal standards - integrity, honesty and responsibility – and professional responsibilities – correct, impartial, honourable and proper performance of public functions – among all public officials. To achieve this, States Parties must provide guidance on how public officials should conduct themselves in relation to both and how they may be held accountable for their actions and decisions. Specifically the Article indicates that all States Parties provide public reporting legislation, conflict of interest rules and procedures, a Code of Conduct, and disciplinary requirements for public officials. 

Most States Parties use a code of conduct or equivalent public statement. This has a number of purposes. It establishes clearly what is expected of a specific public official or group of officials, thus helping to instill fundamental standards of behaviour that curb corruption. It should form the basis for employee training, thus ensuring that all public officials know the standards by which they should perform their official duties. The standards should include: fairness, impartiality, non-discrimination, independence, honesty and integrity, loyalty towards the organization, diligence, propriety of personal conduct, transparency, accountability, responsible use of organizational resources and appropriate conduct towards the public. 

Conversely the Code or equivalent public statement, together with the training, warns of the consequences of failing to act ethically. It thus provides the basis of disciplinary action, including dismissal, in cases where an employee breaches or fails to meet a prescribed standard. In many cases, codes include descriptions of conduct that is expected or prohibited as well as procedural rules and penalties for dealing with breaches of the code. 

Public officials are thus not only aware of the standards relevant to their official duties and functions but it becomes difficult, where all of the applicable standards, procedures and practices are assembled into a comprehensive code, to claim ignorance of what is expected of holders of public office. Conversely, public officials are entitled to know in advance what the standards are and how they should conduct themselves, making it impossible for others to fabricate disciplinary action as a way of improperly intimidating or removing them;

How States Parties deliver a code of conduct or equivalent public statement will depend on their specific institutional and legal systems. In some States Parties, specific legislation is used to set standards applicable to all public officials. The second means is the use of delegated authority. Here the legislature may develop a generic code but delegates the power to another body to create specific technical rules, or set standards for specific categories of officials, such as prosecutors, members of the legislature or officials responsible for financial accounting or procurement. Finally contract law, and associated employment terms and conditions, may set requirements to abide by a code of conduct for a specific employee as part of his or her individual contract. Alternatively, an agency or department may set general standards to which all employees or contractors are required to agree as a condition of employment.

In all aspects of devising a code, States Parties are invited to take note of the relevant initiatives of regional, interregional and multilateral organizations, such as the International Code of Conduct for Public Officials contained in the annex to General Assembly resolution 51/59 of 12 December 1996, the Council of Europe Recommendation No. R (2000) 10 on Codes of Conduct for Public Officials, which contains, as an appendix, a Model code of conduct for public officials, and the OECD’s Recommendation of the Council on Improving Ethical Conduct in the Public Service Including Principles for Managing Ethics in the Public Service (1998 - C(98)70/FINAL).
II. 
PRACTICAL CHALLENGES AND SOLUTIONS

II.1
 Promotion of integrity, honesty and responsibility among public officials

States Parties should ensure that the promotion of integrity, honesty and responsibility among public officials is addressed from both positive and negative aspects. In relation to the former, States Parties should provide guidance for public officials to be supported and rewarded for ethical conduct: appropriate training in the conduct expected of public officials, both on recruitment and during their careers. All public officials should receive appropriate training in the delivery of public services. All States Parties must provide rules and means for public officials to disclose financial or family interests, gifts and hospitality. States Parties should undertake to ensure that public officials may report or discuss concerns not only about the conduct of other public officials but also pressure and undue influence that be applied to them by colleagues or by others. Reassurance must be given that reporting will be treated confidentially and will not adversely affect their careers. States Parties should carry out risk assessments of post or activities vulnerable to corruption, and hold discussions with officeholders on how to protect both them and the activities from corruption. More generally, there should be regular surveys of public officials about the risks, threats and vulnerabilities of their work. 

At the same time, States Parties will also need to implement means to reassure themselves about the conduct of public officials, as well as means to deal with breaches. These will include: full verification of the background and prior conduct of public appointments; verification of disclosed assets, hospitality and gifts; procedures to monitor meetings with lobbyists and businesses seeking contracts; and post-resignation and post-retirement appointments.

For investigative purposes and also for monitoring purposes, States Parties should also have in place regulations to govern scrutiny of public officials, including access to emails, post, telephone calls, integrity testing (controlled means of offering public officials the opportunity to engage in unacceptable conduct to test responses); monitoring of lifestyles; effective disciplinary procedures; legislation to confiscate or seek compensation in relation to undue advantages, and procedures for public complaint and redress.

II.2
Standards of behaviour and codes of conduct

Standards emphasise the importance of roles undertaken by public officials. They should encourage public officials’ sense of professional commitment, service to the public, and responsibility to the powers and resources of their office. Standards should set out core values of behaviour expected of those in public life, including lawful conduct, honesty, integrity, non-partisanship, due process, fairness, probity and professionalism. Reforms in many States Parties also focus on improving management competency and making public sectors better equipped to do the business asked of it. This calls for public officials to be imbued with a wider range of values than before – values mainly concerned with being efficient, purposeful and accountable. 

Standards often include high level values to use as a basis for making well reasoned decisions and judgments. There are general statements that can be applied to help with specific decisions, especially where public officials have to use their discretion and make choices.  SEQ CHAPTER \h \r 1For example, they may include:
· Democratic Values: to serve the public interest.

· Professional Values: Serving with competence, excellence, efficiency, respect for the law, objectivity, transparency, confidentiality and impartiality.

· Ethical Values: Acting at all times in such a way as to uphold the public trust.

· People Values: Demonstrating respect, fairness and courtesy in their dealings with both citizens and fellow public officials.

Codes will state the standards of behaviour of public officials and translate them into specific and clear expectations and requirements of conduct. These identify the boundaries between desirable and undesirable behaviour and would often be grouped in a variety of ways, e.g. according to the boundaries of key relationships, or according to groups to whom responsibilities are owed. 

Thus codes should address issues of public service (e.g., procedures to ensure fairness and transparency in providing public services and information) and political activities (e.g., placing restrictions on political activities and ensuring that political activities do not influence public office duties). Codes should cover performance of official duties, including such issues as confidentiality, treatment of colleagues and citizens, personal behaviour, discriminatory conduct, and so on. Codes should state clearly the requirements relating to both f SEQ CHAPTER \h \r 1inancial conflicts of interest (e.g., where a public official is working on matters in his official capacity that would affect his personal financial interest or the financial interests of those close to him) and conflicts of interest based on non-financial concerns (e.g., where a public official is working on matters that affect persons or entities with whom he has close personal, ethnic, religious or political affiliations). Codes should cover acceptance of gifts, hospitality, and other benefits, especially addressing restrictions on acceptance of gifts from persons or entities that have business before the organization, any outside employment (e.g., ensuring that outside work does not conflict with official work) and the misuse of government resources (e.g., using public resources or information only for official purposes, protecting public assets). Finally codes should deal with post-resignation and post-employment restrictions (e.g., restrictions on former public officials representing a new employer before their former agency or taking confidential information to new employers).

II.4
Applicability

In addition to basic tenets, an effective code should also address different categories of public officials as designated by the Convention. Each State Party should devise codes that respond to the specific requirements and responsibilities of public servants; ministers; members of Parliament; members of public bodies and committees. They may also require codes from those doing business with government, such as contractors, or from those private sector or non-government bodies spending public funds.
For implementation, the first issue is whether the Code should have legal status. Many of the activities covered by the Code relate to the impartial and transparent performance of an official’s responsibilities. Given the number of officials who may be covered by such a Code, the implications of the legal enforcement of all aspects of a code should be considered carefully. 

The second issue is whether a State Party wishes to differentiate between those parts of the Code that relate primarily to the delivery of the functions of office and those parts that deal with conflict of interest and other areas where the purpose of the Code is to distinguish between proper and improper influences on an official’s actions and decisions. Here States Parties may wish to take a more formal or legal approach to those aspects of a Code that cover the declaration of assets, gifts, secondary employment, post-employment, hospitality or other benefits from which a conflict of interest may arise. 

The third issue concerns avoiding the development and implementation of a code that follows the ‘develop and file’ approach. This involves codes that are developed but then filed away in an induction manual, or are prepared without staff involvement. This approach risks the possibility of staff becoming cynical about the codes’ usefulness or even regarding it as irrelevant because staff may feel it was imposed on them. 

For a Code to be effective, States Parties should ensure that:

· senior public officials support the code and lead by example;

· staff are involved in all stages of code development and implementation;

· support mechanisms are in place to encourage the use of the Code;

· compliance with the Code may be taken into account in relation to career progression, etc;

· code of conduct (and general corruption awareness) training is ongoing;

· the organisation continually promotes its ethical culture (a code of conduct is an important but not the only tool for this); 

· the Code is enforced through disciplinary action when necessary; 

· the Code is regularly reviewed for currency, relevance and accessibility; 

· the Code is devised with a style and structure that meets the particular needs of their organisation; 

· there may be mechanisms for confirming adherence to the Code (for example, in relation to financial aspects through the examination of lifestyles, examination of personal financial dealings and in other ways as necessary;

· the Code becomes an integral aspect for influencing decisions, actions and attitudes in the workplace (see Article 10). 

The fourth issue is what template should be used for a code or its contents. There is no single approach or single source. The range could include the following topics: standards of public office and values of the organisation; conflicts of interests; gifts and benefits; bribes; discrimination and harassment; fairness and equity in dealing with the public; handling confidential information; personal use of resources – facilities, equipment (including email, internet, PCs, fax etc.); secondary employment; political involvement; involvement in community organisations and volunteer work; reporting corrupt conduct, maladministration and serious waste; post-employment; and sanctions. 

The fifth issue concerns the context or framework within which States Parties develop a code. Writing a code alone is not enough.  SEQ CHAPTER \h \r 1

 SEQ CHAPTER \h \r 1Therefore, States Parties will need to give consideration to ways of making the code effective in terms of its status and impact. 

Thus States Parties can give the code general legitimacy and authority through laws and regulations and individual relevance by making employment offers to officials conditional upon their acceptance of the code (e.g. via a collective or individual acceptance or oath of office, or an employment agreement/contract). States Parties can ensure that accountability for implementing a Code lies with senior management in individual departments. These should develop their own code and more detailed policies, based on the general code, tailored to the roles and functions they are expected to carry out and to suit their particular requirements and circumstances. This gives the values and standards more operational relevance and enables them to be built into management systems.

Individual departments should complement a Code with policies, rules, training, and procedures that spell out in more detail what is expected and what is prohibited. They will require specific clauses for officials in positions with a high risk of corruption. Compliance should be supported by ease of access to understanding of a Code. Specific requirements, such as asset disclosure, should be helped by readily-available assets declaration forms. Senior management will wish to consider assessment of compliance with any code as part of staff appraisal and performance management systems. They should also ensure that the consequences for breaches, including disciplinary procedures and possible criminal investigations, are known.

For the public States Parties should publish the code to clearly communicate to the media and general public the standards expected of officials so that they know what are acceptable and unacceptable practices for public officials. There should be guidance on how the public may report breaches, and to whom, as well as freedom for the media to report in good faith on any breaches, without fear of retribution or retaliation. 
Finally, a code of conduct should have a strong commitment and appreciation as well as support from the Head of the government or governmental agency. To legitimate a Code by the enactment of law will not by itself ensure the effective implementation, except with continuing strong pressure, guidance and good example of conduct from the Head of State and the Government. State Parties should also ensure that there is an oversight body, such as that designated under Article 6, to scrutinise and monitor the roles and implementation of a code – including regular reviews and surveys of public officials to find out from them their knowledge of the code and its implementation as well as what are the challenges and pressures they are facing - and to publish annual reports on whether entities are fulfilling their obligations with regard to the Code.

III. 
REPORTING BY PUBLIC OFFICIALS OF ACTS OF CORRUPTION

An important means of breaking the collusion and silence that often surrounds breaches of a code is to introduce an effective system for reporting suspicions of breaches in general, and corruption in particular (often termed ‘whistleblowing’ but also described as public interest disclosure, public reporting or professional standards reporting). States Parties are invited to establish adequate rules and procedures facilitating officials to make such reports. These are intended to: encourage an official to report, to know who to report to, and to be shielded from possible retaliation from employers or actions in the courts.

Part of the purpose of a code is to impress on public officials through the code, and through training, the responsibilities and professional nature of their work and responsibilities and thus their duty to report lapses or breaches of those standards. The breaches may relate to those public officials who deal with individuals and companies involved in domestic and international business transactions (e.g. public procurement, official export credit support and ODA authorities) who become aware of corrupt transactions perpetrated in the private sector (e.g. the bribery of domestic and foreign public officials). Thus, this section also needs to deal with the reporting obligations of public officials in such situations.

There should be the creation of specific reporting procedures, for example instituting ‘persons of trust’, or means of reporting in private such as through specified mail boxes, telephone hotlines or designated third party agencies. Close attention must be paid to the security and confidentiality of any reporting through the establishment of systems to ensure those who report suspicions of corruption and malpractice in good faith are fully protected against open or disguised reprisals. For the latter, in particular, further protection is necessary to protect the officials concerned from any form of ‘disguised’ discrimination and damage to their careers at any time in the future as a result of having made allegations of corruption or other infringements in public administration. States Parties are invited to take note of special developments on this issue in GRECO’s 2006 activity report at http://www.coe.int/t/dg1/greco/documents/2007/Greco(2007)1_act.rep06_EN.pdf and the website of the NGO Public Concern at Work at http://www.pcaw.co.uk// as well as 

the relevant initiatives of regional, interregional and multilateral organizations, such as the International Code of Conduct for Public Officials contained in the annex to General Assembly resolution 51/59 of 12 December 1996, the Council of Europe Model Code of Conduct for Public Officials (Resolution (97)) and the OECD’s Recommendation of the Council on Improving Ethical Conduct in the Public Service Including Principles for Managing Ethics in the Public Service (1998 - C(98)70/FINAL).
States Parties will therefore need to consider legislation and procedures intended to make clear to whom allegations will be made; in what format (for example, in written form, or anonymously); by which media (by telephone, by letter); with procedural safeguards to protect the source; how allegations are investigated; and means to avoid retaliation or retribution. States Parties will need to consider what legislative, institutional or procedural requirements may best achieve such intentions. 

IV. 
DISCLOSURE SYSTEMS

States Parties are invited to consider the introduction of general provisions on conflicts of interest, incompatibilities and associated activities. Conflicts of interest should be avoided wherever possible, although there may be circumstances where a conflict of interest may be judged to be acceptable if appropriately declared and managed. Conflict of interest concerns any membership, asset, belief, ethnic or family connection held by a public official that may influence, or be perceived to influence, a public official’s actions or decisions to the benefit of the interest. Such an interest is normally specifically advantageous to that official, his family, his party, ethnic or regional interests, or sectional interests. The benefit may be personal or financial, direct or indirect. Incompatible activities or positions concern the holding of interests and offices that are considered mutual exclusive – for example, holding two elected posts, two remunerated public offices, or acting as an advocate for a commercial entity while a government minister. While legislation or other formal requirements may preclude the holding of incompatible offices or interests, all States Parties should, depending on their legal systems, also have procedures to address conflict of interest. 

As a general principle, public bodies also need to create a climate where the public service provision is transparent and impartial, where it is known that the offering and acceptance of gifts and hospitality is not encouraged and where personal or other interests should not appear to influence official actions and decisions. This can be done in a number of ways including, general publicity on the provision of public services (see Article 10) and the publishing of anti-fraud and corruption policies and codes of conduct. It can also be done by targeted publicity, particularly in the areas of tendering and contract documentation and by notices in public buildings or on the internet. 

In general terms conflict of interest regulations should cover major types of conflict of interest, which have been sources of concern in a given State Party, and to the extent possible avoid covering situations where no reasons for concern exist. Appropriate procedures need to exist for action when a conflict of interest is likely to occur or is already detected. In situations where conflicts of interest cannot be avoided (e.g. in small communities), there must be procedures which protect the public interest without paralyzing the work of the agency in question. Public officials who are subject to the regulations should be aware of, understand and accept the concept of conflict of interest and of applicable regulations. Information and consultations should be available for public officials on how to act in case of doubt about their possible conflict of interest. States Parties should note, however, that it is never possible to make rules for every eventuality and highly specific disclosure rules give scope for meeting the letter but evading the spirit of such rules. It is therefore important that any disclosure rules include a general requirement that a person subject to disclosure obligations should declare any asset, wealth, or source of income that provides an entitlement to, or expectation of, benefit, regardless of legal ownership.

A body/bodies should be assigned to investigate and obtain all necessary information regarding possible conflicts of interest. Legislation, delegated authority and/or contracts of employment should provide appropriate penalties for failure to comply with conflict of interest regulations. Information about the conflicts of interest requirements for public officials should be available to the public.

Specifically, the requirements on the disclosure and registration of assets and interests should ensure that: 
· Disclosure covers all substantial types of incomes and assets of officials (all officials or above a certain level of appointment or sector and/or their relatives);

· Disclosure forms allow for year-on-year comparisons of officials’ wealth;

· Disclosure procedures preclude possibilities to conceal officials’ assets through other means or, to the extent possible, held by those against whom a State Party may have no access (such as overseas or held by a non-resident);

· Oversight agencies have legislative or other means to require and review relevant information, including income and assets, as well as that relating to persons or entities associated with public officials;

· Officials have a strong duty to substantiate/prove the sources of their income;

· To the extent possible, officials are precluded from declaring non-existent assets, which can later be used as justification for otherwise unexplained wealth;

· Oversight agencies have sufficient manpower, expertise, technical capacity and legal authority for meaningful application of rules and procedures;

· Appropriate deterrent penalties exist for the violations of these requirements.

In devising appropriate and relevant conflict of interest requirements States Parties should pay particular attention to:

· What posts or activities are considered incompatible with particular public office?
· What interests and assets should people declare (including liabilities and debts)?
· Do different posts have different types of conflict of interest requirements? 

· What level and detail of information should be declared (thresholds)?
· What form should the declaration be in?
· Who verifies the information disclosed?
· Who should have access to the information? 
· How far should records of indirect interests (such as family) go? 
· Who should have the obligation to declare (for example, depending on the risk of, or exposure to, corruption; depending on the institutional capacities to verify the declarations)?
· To which extent and in which way should the declarations be published (with due consideration of privacy issues and institutional capacity)?
· How will compliance to the obligation to declare be enforced and by whom?
Registers of gifts and hospitality should record both offers made and hospitality and gifts accepted. Guidance should also be given to public officials about when and how they should make entries in the record (having a formal system and following the guidance also protects public officials against malicious allegations). Good practice guidelines may set a decision on what is or is not acceptable or set a minimum value level at which declarations are required to be made. It should also set a value level at which the official must seek prior approval from a senior official before accepting the offer. The guidance will also stress that disclosures must be made promptly and will set out procedures for and monitoring of the records by senior management and internal audit.

All States Parties should thus have stated policies and procedures relating to gifts and hospitality. Normally the following will be included in a code:

· Permission to accept a gift, invitation or hospitality;

· Information required for a register;

· Access to the register;

· Disclosure and acceptability of the value of any gift or hospitality;

· Ownership of any gift;

· Verification of information;

· Means of investigating breaches or allegations;

· Sanctions. 

All States Parties should have an institutional means to be responsible for monitoring the code and variations, revising the code, monitoring its implementation and related issues such as training and reviews; States Parties may look to the body or bodies established under Article 6 to undertake these functions.

States Parties should note that highly specific rules on such matters will always provide scope for evasion, since there will always be a means of holding wealth that is not specifically covered in regulations (for example, devices such as trusts or contractual agreements with other parties as means of escaping specific regulations on disclosure). There should always be a requirement for a general declaration that the official has disclosed any asset, wealth or source of income that does or could provide an entitlement to or expectation of benefit regardless of the legal ownership of that asset. Similar attention should be given to gifts and hospitality.

V. 
DISCIPLINARY MEASURES

It is important that all States Parties have clear stated procedures to deal with breaches of the code. These will depend on their own institutional and legal systems. It may be an independent body, as proposed under Article 6, or within an existing agency (such as a tax agency) or distributed between a number of means (such as internal committees in legislatures or units in ministries). Some parts of the Code will be entirely the responsibility of a public employer. State Parties should determine institutional responsibilities and determine who should be responsible for receipt, verification and investigation of allegations concerning assets, gifts or hospitality, bearing in mind the possible volume of work and ease of access to relevant information. They will also have to decide who or which agency will be responsible to adjudicating on identified breaches of the requirements.

Legislation, rules, or terms and conditions of service relating to the rights and duties of public officials should provide for appropriate and effective disciplinary measures. All public bodies’ personnel and management systems should therefore address procedures and penalties for deterring, detecting and dealing with incidents of professional misconduct. The code should provide the foundation of a unified disciplinary and grievance framework to protect the integrity of the service and of each individual public official. The framework should provide a crucial mechanism in deterring and dealing with incidents of administrative corruption or misconduct by outlining clear and unambiguous responses and sanctions. The grievance framework provides a safeguard to a public official maliciously and falsely accused of corruption as well as other forms of misconduct. It should also outline procedures for the actions and protection of public officials that report corrupt practices going on around them.

ADD TO CHECKLIST

Publicising and creating awareness for declaration and registration of assets, gifts and hospitality among public officials

ARTICLE 9: PUBLIC PROCUREMENT AND THE MANAGEMENT OF PUBLIC FINANCES

1. Each State Party shall, in accordance with the fundamental principles of its legal system, take the necessary steps to establish appropriate systems of procurement, based on transparency, competition and objective criteria in decision-making, that are effective, inter alia, in preventing corruption. Such systems, which may take into account appropriate threshold values in their application, shall address, inter alia: 

(a) The public distribution of information relating to procurement procedures and contracts, including information on invitations to tender and relevant or pertinent information on the award of contracts, allowing potential tenderers sufficient time to prepare and submit their tenders; 

(b) The establishment, in advance, of conditions for participation, including selection and award criteria and tendering rules, and their publication; 

(c) The use of objective and predetermined criteria for public procurement decisions, in order to facilitate the subsequent verification of the correct application of the rules or procedures; 

(d) An effective system of domestic review, including an effective system of appeal, to ensure legal recourse and remedies in the event that the rules or procedures established pursuant to this paragraph are not followed; 

(e) Where appropriate, measures to regulate matters regarding personnel responsible for procurement, such as declaration of interest in particular public procurements, screening procedures and training requirements. 

2. Each State Party shall, in accordance with the fundamental principles of its legal system, take appropriate measures to promote transparency and accountability in the management of public finances. Such measures shall encompass, inter alia: 

(a) Procedures for the adoption of the national budget; 

(b) Timely reporting on revenue and expenditure; 

(c) A system of accounting and auditing standards and related oversight;

(d) Effective and efficient systems of risk management and internal control; and 

(e) Where appropriate, corrective action in the case of failure to comply with the requirements established in this paragraph. 

3. Each State Party shall take such civil and administrative measures as maybe necessary, in accordance with the fundamental principles of its domestic law, to preserve the integrity of accounting books, records, financial statements or other documents related to public expenditure and revenue and to prevent the falsification of such documents.
I.
OVERVIEW

States Parties are required to ensure that all public income and expenditure is fully disclosed to public scrutiny and subject to effective internal and external audit. There are a range of agencies to support the development of audit principles and practice, especially the International Organisation of Supreme Audit Institutions (INTOSAI) and its seven regional working groups.
Procurement is acknowledged to be a process vulnerable to corruption, collusion, fraud and manipulation, States Parties are required to develop procurement procedures which incorporate 1(a) to (e) above. States Parties are invited to take note of special developments on this issue in recent OECD publications such as Bribery in Public Procurement: Methods, Actors and Counter-Measures (OECD, 2007), Integrity in Public Procurement: Good Practice from A to Z (OECD, 2007) and Fighting Corruption and Promoting Integrity in Public Procurement (OECD, 2005).
It is important to note that public procurement regulation is not about anti-corruption per se - the common objectives of most procurement systems include value for money, integrity, accountability, fair treatment, and social/industrial development. Balancing these objectives, some of which may conflict, is the challenge in procurement regulation. Nonetheless, there is agreement that procurement systems should reflect the requirements set out in Article 9(1) above. There is a range of agencies providing guidance on procurement, including UNCITRAL (the United Nations Commission on International Trade Law), which has published a Model Law on Procurement of Goods, Services and Construction and an accompanying explanatory Guide to Enactment and the World Bank, which has published procurement and related guidelines. Other international and regional groupings that have procurement regulations, which need to be taken into account when drafting national legislation in member states, include the Asia-Pacific Economic Cooperation (APEC), the European Union (EU, which adopted two procurement directives in 2004 - Directive 2004/17/EC (contracts awarded in the utilities sectors) and Directive 2004/18/EC (contracts awarded by public authorities), the draft Free Trade Area of the Americas Agreement (FTAAA), the North American Free Trade Agreement (NAFTA), the Organization of American States (OAS) and the World Trade Organization’s (WTO) Agreement on Government Procurement (GPA). 

II.
PRACTICAL CHALLENGES AND SOLUTIONS

II.1
Procurement

II.1.1
The Principles

The main elements of national procurement systems should be procedures to identify, specify, and announce goods or services to be procured and to determine which suppliers are eligible to participate, a requirement for open tendering or equivalent unless there is justification for restricting participation, pre-established evaluation and award procedures, and review or bid-challenge procedures. At the same time, however, States Parties should ensure that the levels of procedures and controls should reflect the nature, volume and risk associated with different types of procurement; the reference to ‘threshold values’ indicates that, for example, these may vary when relating to high-value capital contracts as opposed to goods of lesser value which are often purchased direct or those services and goods provided on the basis of renewable contracts to avoid going through the whole tendering procedure again every year. Nevertheless, all procurement activity should be proportionally governed by the principles of transparency, competition, value-for-money and audit.

States Parties should thus have clear and comprehensive procedures that cover all aspects of contracting, including the role of public officials, which explicitly promote and maintain the highest standards of probity and integrity in all dealings. States Parties must also have similar requirements governing any deviation from stated procedures, with documented and publicly-recorded reasons to justify this. It is essential that all decisions taken are transparent and accountable, and can withstand scrutiny by monitoring agencies, the legislature and the public

II.1.2
Measures to Enhance Transparency

Transparency is one of the main means to achieve good integrity in the procurement process. There are three main stages of the procurement procedure: procurement planning and the decision to procure, including the preparation of operational-technical requirements; organisation and allocation of public procurement through open procedures (unless there are exceptional circumstances justifying alternative procedures) and the completion of contract; and closure of the contracts through post-award performance and payment. The Article lays down guidance on areas to be regulated. 
For all procurement planning, proper budget preparation at the individual procuring entity level is an essential feature of procurement planning, and vice versa. Inadequate or nonexistent procurement planning is a well-documented source of abuse in procurement, for example leading to unjustifiable recourse to non-open procedures (because non-urgent procurement becomes “urgent”), or to unnecessary procurement (if budgeted funds are viewed as lost if not spent). Additionally, essential procurement can be withheld because of lack of funds.

As regards the requirement for public distribution of procurement-related information in Article 9(1)(a), the UNCITRAL Model Law contains several articles that seek to ensure transparency, including the mandatory publication of relevant laws and regulation, and the mandatory use of open tendering or its services equivalent unless there are specific circumstances justifying a more restricted method. Indeed, as its accompanying Guide to Enactment notes, open tendering is the method of procurement widely recognized as generally most effective in promoting the objectives of procurement described above, including the avoidance of corruption. Open tendering is a transparent procurement technique requiring, as a general rule, unrestricted solicitation of participation by suppliers or contractors; pre-tender comprehensive description and specification of the items to be procured; full disclosure to suppliers or contractors of the criteria to be used in evaluating and comparing tenders and in selecting the successful tender (i.e., price alone, or a combination of price and some other technical quality or economic criteria); strict prohibition against negotiations between the procuring entity and suppliers or contractors as to the substance of their tenders; public opening of tenders at the deadline for submission of tenders; and disclosure of any formalities required in the procurement contract. In the procurement of services, open tendering is sometimes varied to allow weight to be given in the evaluation process to the qualifications and expertise of the service providers. 

For the exceptional circumstances in which the above methods are not appropriate or feasible, most systems, including the UNCITRAL Model Law, offer some alternative methods of procurement that can be used upon justification. Justification is required because these alternative methods involve some degree of restriction on the numbers of suppliers that are invited to compete for the relevant contract, or other aspects of transparency, and may include sole source procurement. The circumstances justifying the use of alternative methods include situations in which it is not feasible for the procuring entity to formulate specifications to the degree of precision or finality required for tendering proceedings, urgent needs due to catastrophic events, technically complex or specialized goods, construction or services available from only a limited number of suppliers and procurement of such a low value that it is justified to restrict the number of tenders that would have to be considered by the procuring entity. It is vital that appropriate guidance is given regarding which alternative methods can be used, and in which circumstances. Nonetheless, under all methods provided for in the UNCITRAL Model Law and those commonly found in other procurement guidance, including those that do not require public advertisement of the procurement, the conditions and criteria for participation and selection must be objective, pre-determined and disclosed to participants, and the award of the contract published (subject in some cases to a de minimis threshold). It is particularly important in restricted proceedings that these transparency measures are respected.

Ideally, all procurement information should be publicly available, accessible and comprehensive (including at minimum costs, if any), but the kind of information that should be free, and what accessible means in practice, are not always uniform. Although most national systems do not charge for participation (in some cases beyond a nominal fee reflecting the cost pr distribution of tender documents), some international organizations do charge fees for some elements of participation. Thus States Parties should ensure that there is public distribution of information relating to procurement procedures and contracts, including information on invitations to tender and on types of approved lists, and relevant or pertinent information on the award of contracts.

States Parties should develop and publicise in advance all information that enables effective participation in the procurement process, including: all relevant laws, rules and regulations, the conditions for participation, including selection and award criteria, and establish ceilings and conditions for the alternative methods of procurement described above . They should publish objective and predetermined criteria for public procurement decisions, in order to facilitate the subsequent verification of the correct application of the rules or procedures. 

There should be publicly-stated measures to regulate matters regarding personnel responsible for procurement, such as risk management, audit trails, specific appointments processes, specific codes of conduct and training requirements. Consideration must be given to ensuring that legislative committees and state audit have access to contract documentation and public officials. States Parties should develop and publicise an effective system of domestic review, including an effective system of appeal, to ensure legal recourse and remedies in the event that the rules or procedures established are not followed. One consequence may be contract voiding or civil action for compensation, or the debarment of contractors for proven non-compliance with procurement processes or corrupt conduct. There should be possible measures against procurement officials, who may be the originators of the corruption.

States Parties could consider the value of the establishment of either an independent agency or commission be set up for the organization and execution of public procurement procedures. Such a body could establish a common procurement vocabulary and standardized terms in defining specifications which have a useful role to ensure objectivity in the procurement process. It could develop appropriate anti-corruption contract frameworks, such as Integrity or Transparency Pacts to encourage awareness of revenue streams associated with certain types of contracts and to promote private sector support for a public anti-corruption policy for their entity. It would have executive or monitoring responsibilities for:

· access to and monitoring of bidding and implementation procedures;

· attending any part of the procurement process;

· identifying fraud indicators, which might point to corrupt activity at an early stage;

· collating intelligence on procurement fraud and corruption, including (i) receiving all complaints; and (ii) creating a confidential telephone ‘hotline’; (iii) review publicly available debarment lists domestically and internationally; and (iv) ensure the effective exchange of relevant information with other parts of the government involved in contracting with the private sector, as appropriate;
· monitoring specific awards, such as single source; 

· developing and overseeing integrity pacts; 

· co-ordinating prevention strategies through education and training initiatives, providing direction and guidance to internal audit, provision of advice on anti-corruption issues, performing due diligence reviews or developing and maintaining debarment lists;

· promoting freedom of information legislation and access to information;

· promoting specialist training, codes of conduct and asset declaration requirements for procurement staff and auditors.

II.1.3
Rules of the Tender and Review Process

Such a body will require the use of procedures to be followed with specific reference to:

· How procurement procedures are selected – e.g. open, restricted, sole-source, negotiated, emergency procedure, etc & how to choose between them;

· How contracts are structured – e.g. framework or master agreements, or one-time contracts; 
· Tender and award procedures: bid preparation and budget planning; solicitation and selection; contract delivery, variation and performance, and approved lists;

· Award criteria; price, price/quality, etc;

· Tendering frameworks: threshold limits, prime, cost-plus, term, etc;

· Use of standard verification, validation and audit controls, including: no collusion and no bribe clauses, voiding policies, debarment policies, data matching and mining, product benchmarking for supplies, evidence of company economic stability and capacity proportionate to contract;

· Standardization of procurement systems to ensure that all elements used for oversight need to be integrated – e.g. using e-procurement systems;

· Fraud indicator controls specific procedures to address areas or activities of risk or vulnerability (ranging, for example, from the artificial splitting of contract specifications to substitution of counterfeit goods);

· Asset declaration requirements of all public officials involved in procurement;

· Post-resignation or post-employment monitoring of all public officials involved in procurement;

· Contract variation;

· Contract verification;

· Use of Internet and other media for contract information dissemination;

· Right of audit to all documentation and all contractors, sub-contractors and consultants involved in any contract; 

· Liaison with law enforcement agencies on allegations of corruption and criminal behaviour such as bribery and facilitation payments;

· Debarment procedures.

Specifically, such a body would undertake or require to be undertaken risk assessments of the main areas of potential corruption and fraud, including: rigged specifications and procedures; collusive bidding; false claims and statements; failure to meet specifications, including use or supply of substandard or counterfeit materials; co-mingling of contracts; false invoices; duplicate contract payments; contract variation misuse and split purchases; phantom contractors. 

II.1.4 
Personnel Responsible for Procurement

As noted in Article 7 II.2, States Parties should carry out a risk assessment of posts such as those involved in procurement. These will require a higher level of assurance as to the integrity of public officials, and of the relevance of the risk assessment, audit, controls and oversight procedures in place.

After these assessments are completed, public organizations should consider implementing a number of specific proactive measures. These may include: pre-appointment screening of successful candidates (ensuring that the potential appointee has already demonstrated high standards of conduct); specific terms and conditions of service for successful candidates; procedural controls, such as benchmarking performance, or the rotation of staff, as means of limiting inducements to and effects of corruption arising from protracted incumbency or over-centralisation of discretionary authority. 

Management should also introduce support and oversight procedures for employees in positions that are especially vulnerable to corruption, including regular appraisals, confidential reporting, registration and declaration of interests, assets, hospitality and gifts. They may also wish adopt, where possible and depending on the level of risk, a system of multiple-level review and approval for certain matters rather than having a single individual with sole authority over decision-making, in part to protect staff from undue influence and in part to introduce an independent element to the decision-making process. 

As noted in II.1.3, the body responsible for procurement would also, in consultation with other bodies, such as external auditors and including those agencies designated under Articles 6 and 36, develop a management Corruption and Fraud Risk Register as a potential warning or fraud indicator control, which prompts a closer inspection of a particular area of the public procurement process, or a debarment register covering companies and personnel involved in non-compliant or corrupt conduct. It would also provide or promote specialist training for managers, auditors, and investigators to ensure a good working knowledge, working practices, and procurement procedures to facilitate their work. 

II.1.5
Records

It is vital for effective oversight functions, as further discussed below, that adequate documentation be retained. Article 11 of the UNCITRAL Model Law requires the maintenance of a record for each procurement, setting out the information to be included, which would constitute the basic information necessary for audit. In addition, the text provides rules regarding the extent of disclosure. Essentially, basic information geared to the accountability of the procuring entity to the general public must be disclosed to any citizen, and information necessary to permit participants in the process to assess their performance and to detect instances in which there are legitimate grounds for challenge.

Full procurement records are also required in order for any challenge, including appeal, to be effective, particularly regarding speed, transparency, publicity, timely suspension of procurement proceedings or contract as appropriate. 
II.2.
PUBLIC FINANCE

II.2.1
Management of Public Finances

States Parties should ensure that all budget preparation and presentation reflects clarity of roles and responsibilities, the public availability of information, open budget preparation, execution, and reporting, effective audit and legislature oversight. A sound public finance system should seek to reflect the following components:

· Transparency of sources of public income;

· Predictability of taxation requirements;

· Credibility of the budget - the budget is realistic and is implemented as intended;

· Comprehensiveness and transparency - the budget and the fiscal risk oversight are comprehensive, and fiscal and budget information is accessible to the public;

· Limited extra-budget, off-budget or supplementary budget expenditure, which are subject to appropriate, publicly available criteria and controls;

· Policy-based budgeting - the budget is prepared with due regard to government policy;

· Predictability and control in budget execution - the budget is implemented in an orderly and predictable manner and there are arrangements for the exercise of control and stewardship in the use of public funds;

· Accounting, recording and reporting – adequate records and information are produced, maintained and disseminated to meet decision-making control, management and reporting purposes;

· External scrutiny and audit - arrangements for scrutiny of public finances by State Audit and the Legislature, and follow up by the Executive, are operating; limited areas of confidential expenditure; access to all bodies spending public funds; annual legislative review of audit reports.

II.2.2
Procedures for the adoption of the national budget 

All States will have due process for approving their annual government budgets. Where there is an elected legislature, it is normal for the power of government authority to spend, to be exercised through the passing of the annual budget. If the legislature or other examining authority does not rigorously examine and debate the budget, that power is not being effectively exercised and will undermine the accountability of the government. The scrutiny and debate of the annual budget will be informed by consideration of several factors, including the scope of the scrutiny, the internal procedures for scrutiny and debate and the time allowed for that process. Even where there is no elected legislature, States Parties should seek maximum public examination of the budget.
The budget is the government’s key policy document. It should be comprehensive, encompassing all government revenue and expenditure, so that the necessary trade-offs between different policy options can be assessed and legislative or other public scrutiny is meaningful. The budget process should address a number of issues. 

First States Parties should provide the context - the economic assumptions underlying the budget estimate report should be made in accordance with standard budget practice and the budget should include a discussion of intended tax revenue streams. The budget should also contain a comprehensive discussion of the government’s financial assets and liabilities, non-financial assets, employee pension obligations and contingent funding.
States Parties should ensure that, as far as possible, all budget proposals should be accessible, including defence budgets, and public expenditure through executive agencies or private sector agencies. The government’s draft budget should be submitted to the legislature, accounting court or commission and/or the citizens far enough in advance to allow them to review it properly. In no case should this be less than 3 months prior to the start of the fiscal year. The budget should be approved by legislature prior to the start of the fiscal year. 

The budget, or related documents, should include a detailed commentary on each revenue and expenditure programme, as well as non-financial performance data, including performance targets, should be presented for expenditure programmes where practicable. Comparative information on actual revenue and expenditure during the past year and an updated forecast for the current year should be provided for each programme. Similar comparative information should be shown for any non-financial performance data.

The budget should include a medium-term perspective illustrating how revenue and expenditure will develop during, at least, the two years beyond the next fiscal year. Similarly, the current budget proposal should be reconciled with forecasts contained in earlier fiscal reports for the same period; all significant deviations should be explained.

If revenue and expenditures are authorised in permanent legislation, the amounts of such revenue and expenditures should nonetheless be shown in the budget for information purposes along with other revenue and expenditure. Expenditures should be presented in gross terms. Ear-marked revenue and user charges should be clearly accounted for separately. This should be done regardless of whether particular incentive and control systems provide for the retention of some or all of the receipts by the collecting agency. Expenditures should be classified by administrative unit (e.g., ministry, agency). Supplementary information classifying expenditure by economic and functional categories should also be presented.

II.2.3
Timely reporting on revenue and expenditure

All States Parties should ensure predictability and effectiveness in tax assessment is ascertained by an interaction between registration of liable taxpayers and correct assessment of tax liability for those taxpayers. States Parties should take steps to ensure transparency over major sources of income are declared to the tax authority. Here they should bear in mind that taxable income and tax revenue may vary by industry in terms of the legality of its source and the use of corruption to conceal or avoid assessment and collection. Tax authorities may therefore use risk-profiling to determine its assessment and collection procedures.

All States Parties should ensure the effective execution of the budget, in accordance with the work plans, to ensure that the spending ministries, departments and agencies receive reliable information on availability of funds within which they can commit expenditure for recurrent and capital inputs. All States Parties should ensure the timely delivery of consolidated year-end financial statements which are critical for transparency in the financial management system. To be complete they must be based on details for all ministries, independent departments and devolved units. In addition, the ability to prepare year-end financial statements in a timely fashion is a key indicator of how well the accounting system is operating, and the quality of records maintained. In some systems, individual ministries, departments and devolved units issue financial statements that are subsequently consolidated by the Ministry of Finance. In more centralized systems, all information for the statements is held by the Ministry of Finance.

II.2.4
Accounting, auditing and oversight

Reliable reporting of financial information requires constant checking and verification of the activities and the recording practices and is an important part of internal control and a foundation for good quality information for management and for external reports. Timely and frequent reconciliation of data from different sources is fundamental for data reliability. 

All States Parties should ensure an appropriate internal and external audit structure. Internal Audit is established by the management of the public body within State Party guidelines and, although operating independently, is part of the overall management function of the organisation. External or State Audit’s overall purpose is to carry out an appraisal of management’s discharge of its stewardship responsibilities, particularly where they relate to the use of public money, and to ensure that these have been discharged responsibly. This work will include an appraisal of the work of Internal Audit and staffing capacity. There should be a stated formal relationship between Internal Audit and State Audit in terms of reporting, training and security of tenure issues, as well as shared accreditation levels and exchange of staff. 

The core functions of internal audit should be broadly defined as: a basic audit process reviewing the accuracy with which assets are controlled, income is accounted for and expenditure is disbursed; a system based audit, reviewing the adequacy and effectiveness of financial, operational and management control systems; a probity, economy, efficiency and effectiveness audit reviewing the legality of transactions and the safeguards against waste, extravagance, poor value for money, fraud and corruption; a full risk management based audit.

States Parties should require their Ministry of Finance or Treasury to provide guidance on the annual submission of accounts. They may also wish to give guidance themselves or through representative associations on the level and size of internal audit capacity by size and turnover of the entity, as well as the level of professional accreditation to perform adequately their audit functions. 

State Audit will take their guidance on competences and work from the international organisations such as International Organization of Supreme Audit Institutions (INTOSAI). In that regard the conclusions of INTOSAI’s XVIth conference in Uruguay in 1998 supported a greater involvement of supreme audit institutions in anti-corruption efforts, both in terms of prevention but also in terms reporting suspicions State Audit should thus work toward cooperative relations with other agencies, particularly those proposed in Articles 6, 36 and 58 and develop a wider role in supporting the anti-corruption policies envisaged by Article 5.

States Parties should legislate to ensure the separate entity of the State Audit, its operational independence, the appointment of an appropriately-qualified Head appointed by the legislature, adequate capacity to undertake its work, right of access to the expenditure of any public funds, and the right to report to the legislature. States Parties should work with representative accounting professional bodies to promote wider training and qualifications, drawing on general international audit standards.

Key elements of the quality of an external audit comprise the scope/ coverage of the audit, adherence to appropriate auditing standards, a focus on significant and systemic financial management issues in its reports, and performance of the full range of financial audit such as reliability of financial statements, regularity of transactions and functioning of internal control and procurement systems. Inclusion of some aspects of performance audit (such as e.g. value for money in major contracts) would also be expected of a high quality audit function. The scope of audit mandate should include extra-budgetary funds, autonomous agencies, parastatals and any body in receipt of public funding, including private sector contractors involved in public procurement, as noted above. 

A key element in the effectiveness of the audit process is the timely issuing of reports, together with a timescale for any external evaluation, such as by a committee of the legislature, its review by other interested agencies, any departmental response and follow up action. Experience shows that where the audit report appears some years after the end of the audited financial period, the subject of the audit is able to claim that the findings are out of date and the individuals concerned have moved on. Pressure to take action is reduced and recommendations can be ignored. If there are allegations of corruption to be investigated, then these may be deemed to be too old to investigate. The timing of audit reports, responses and remedial action could be mandated by law or some other effective means (for example, through a legislature).

While the exact process will depend to some degree on the system of government, in general the Executive (the individual audited entities and/or the Ministry of Finance) would be expected to follow-up of the audit findings through correction of errors and of system weaknesses identified by the auditors. Evidence of effective follow up of the audit findings includes the issuance by the Executive or audited entity of a formal written response to the audit findings indicating how these will be or already have been addressed. The following year’s external audit report may provide evidence of implementation by summing up the extent to which the audited entities have cleared audit queries and implemented audit recommendations. These should be available to and discussed by the appropriate committees of the legislature.

The legislature has a key role in exercising scrutiny over the execution of the budget that it previously approved. A common way in which this is done is through a legislative committee(s) or commission(s), which examine the external audit reports and questions responsible parties about the findings of the reports. The operation of the committee(s) will depend on adequate financial and technical resources, the right to call for public officials and relevant documentation, and on adequate time being allocated to keep up-to-date on reviewing audit reports. Hearings should as far as possible be in public. The committee may also recommend actions and sanctions to be implemented by the Executive, in addition to adopting the recommendations made by the external auditors. The committee should have the authority to monitor corrective actions taken.

The focus should not only be on central government entities but any agency in receipt of public funding. They should either (a) be required by law to submit audit reports to the legislature or (b) or their parent or controlling ministry/department must answer questions and take action on the agency’s behalf. Thus all States Parties should ensure that there is legislative provision to allow State Audit access to and report on the expenditure of public funds through any body in either the public or private sectors on an annual basis and within an agreed timetable for submission to the legislature. The legislature should have the authority to investigate late submissions or failure to cooperate with the State Audit. Unless defined by statute, all such reports should be made public. State Audit should also be required to review and, where appropriate, to report on issues relating to standards of financial conduct and control procedures in public bodies and aspects of the arrangements set in place by the audited body to ensure the proper conduct of its financial affairs. 

The legislature should maintain oversight of the use of public funds through the State Audit which should be required to pay particular attention to issues of regularity and propriety. The State Audit should also have a role in investigating and reporting on impropriety encompassing fraud, corruption and other forms of misconduct, with the right to report to the specialist committee of the legislature.

II.2.5
Risk management and internal control systems

Public audit plays an important role in ensuring that those responsible for handling public money are held accountable for its use, and ultimately to the Legislature and/or the public. Propriety should be a stated responsibility within the range of audit work, which includes the audit of financial statements, issues of regularity and 'value for money'. Public sector auditors should be required to review and, where appropriate, to report on issues relating to standards of financial conduct in public bodies and aspects of the arrangements set in place by the audited body to ensure the proper conduct of its financial affairs.

Auditors should also report on the financial statements and conduct examinations into value for money, governance issues, and where indicated as necessary, fraud and corruption. Auditors have the power to publish reports directly where they believe these to be in the public interest on issues of impropriety and poor governance. Statements concerning potentially unlawful actions will often, of practical necessity, be supported by a specific report.

Internal audit has a scrutiny function. Apart from its role as a component in the internal control environment as noted above, it can act as an organisation's own watchdog on matters of propriety. Internal audit's focus on risk and internal controls and detailed knowledge of its organisation places it in a powerful position to detect issues of propriety. Close liaison with an organisation's internal audit is therefore likely to greatly help external auditors, and those bodies involved with the prevention and investigation of corruption designated under Articles 6 and 36, undertaking a review of propriety to achieve a thorough understanding of the business. States Parties should ensure that internal audit and State Audit have the right to exchange information and cooperate with each other and with designated agencies (and in particular those proposed in Articles 6 and 36).

The internal control function should be focused on reporting on significant systemic issues in relation to: reliability and integrity of financial and operational information; effectiveness and efficiency of operations; safeguarding of assets; risk reviews; and compliance with laws, regulations, and contracts. In some States parties such functions are concerned only with pre-audit of transactions, which is here considered part of the internal control system and therefore should also be assessed. Specific evidence of an effective internal audit (or systems monitoring) function would also include a focus on high risk areas, use by external audit of the internal audit reports, and action by management on internal audit findings.

In relation to general audit work, and while external auditors may not be required to perform specific procedures for the purpose of identifying improprieties as part of the examination of the financial statements, they should take reasonable steps to assure themselves that financial statements are free of misstatements related to fraudulent or corrupt activities. They should also remain alert for instances of significant possible or actual non-compliance with general standards of public conduct. 

In particular, external auditors should develop a general appreciation of the framework of governance and standards of conduct within which the entity conducts its activities from their work to gain an understanding of the overall control environment. This can be an important potential source of information on any impropriety. Auditors should:

· familiarise themselves with the general regulations, rules and other guidance relating to the conduct of the organisation's business;

· discuss with management the entity's policies and procedures regarding the implementation of codes and instructions, while having regard to whether the policies and procedures are comprehensive and up to date;

· discuss with management, internal auditors and other relevant agencies the policies or procedures adopted for promulgating and monitoring compliance with relevant codes and instructions.

Other procedures that may bring such impropriety to the auditors' attention include:

· reviewing documentation of the decision-making processes at senior level;

· assessing the entity's control environment, particularly the absence of policies and procedures in relation to areas where there are significant risks of fraud, corruption or other impropriety;

· reviewing organizational culture, public official reporting arrangements; 

· reviewing the results of internal audit examinations;

· performing substantive tests of details of transactions or balances.

Regular and adequate feedback to management should be undertaken on the performance of the internal control systems. Such a role should reflect international standards, in terms of (a) appropriate institutional arrangements, particularly with regard to professional independence, (b) sufficient breadth of mandate, access to information and power to report, (c) use of professional audit methods, including risk assessment techniques. 

II.2.6
Measures to preserve the integrity of relevant documentation

States Parties should legislate to ensure all records of any entity spending public funds are retained for an agreed number of years with timetables for the destruction of main ledgers and supporting records also agreed. This information should include the original record of each procurement, including documents such as contracts, agreements, guarantees and titles to property may be required for other purposes including presentation as evidence to courts. 

The legislation should make specific reference to areas of risk and vulnerability as well as offences associated with relevant documentation (such as cash payments; recording of non-existent expenditure; the entry of liabilities with incorrect identification of their objects; the use of false documents; and the intentional destruction of bookkeeping documents earlier than foreseen by the law). 

ADD TO CHECKLIST

· Consider the adoption of an Internal Audit Charter as a formal written document that defines the internal control audit activities, purpose, authority and responsibility to clarify and reduce confusion regarding the scope of the internal audit activities whilst at the same time gives appropriate powers and responsibilities to carry out the auditing function effectively.
· Consider for public agencies such as parastatals which operate commercially to establish the basic governance arrangements, including an audit committee, to work with audit and assist the Board undertake its oversight responsibilities in a transparent and independent way. 
ADD TO SOURCES
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Integrity in Public Procurement: Good Practice from A to Z (OECD, 2007) and Fighting Corruption and Promoting Integrity in Public Procurement (OECD, 2005), policy and research papers published by Transparency International at http://www.transparency.org/, and the World Bank at http://go.worldbank.org/KVOEGWC8Q0.
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ARTICLE 10: PUBLIC REPORTING

Each State Party shall, in accordance with the fundamental principles of its domestic law, take such measures as may be necessary to enhance transparency in its public administration, including with regard to its organization, functioning and decision-making processes, where appropriate. Such measures may include, inter alia: 

(a) Adopting procedures or regulations allowing members of the general public to obtain, where appropriate, information on the organization, functioning and decision-making processes of its public administration and, with due regard for the protection of privacy and personal data, on decisions and legal acts that concern members of the public; 

(b) Simplifying administrative procedures, where appropriate, in order to facilitate public access to the competent decision-making authorities; and 

(c) Publishing information, which may include periodic reports on the risks of corruption in its public administration.

I.
OVERVIEW

The Article is mandatory. It is intended to ensure that citizens understand the workings of public administration, and have information on and access to the procedures, actions and decisions of public officials. Additionally, public institutions should publish regular reports on their work, including the risks of corruption associated with their activities.

Transparency enables citizens to understand and have confidence in procedures, know how to access the administration, and build up their trust in the state. All States Parties should agree that citizens have a right to information within clearly-defined criteria. At the same time, there should be specific means and personnel to facilitate access and that there are clear rules on time scales for the provision and an appeals procedure for refusal.

Embedding transparency and accessibility will require States Parties to review the procedures governing decision-making, the public’s right to information about the procedures, how comprehensive, understandable and available is the information, etc. States Parties may wish to consider means to review existing regulations, and the impact of new legislation, with the inclusion of means to consult civil society and businesses.

States Parties must ensure that their anti-corruption commitment is reflected in the administration’s decision-making process. This is part of addressing internal governance. Factors that should be addressed include: procedural complexity; the degree of discretion in decision making; transparency in relation to access and the provision of public information; whether codes of conduct exist and are enforced and how they are related to service delivery. States Parties should consider how managing official discretion through the development of rules, practices and cultural values will reduce conditions in which corruption may flourish without imposing elaborate or unwieldy controls that impede the transaction of public affairs.

II. 
PRACTICAL CHALLENGES AND SOLUTIONS

II.1
Measures to enhance transparency in public administration

The principal aims of the Article are to make decision-making more efficient, transparent and accountable so that public organisations can be more open and responsive to the needs and aspirations of the communities they serve. Central to the arrangements will be the effective access for the public to decision making information, processes and decision makers. This should be provided in booklets and other media that explain the functions and services of the administration, how they are accessed, what forms and other documentation are needed and the processes of decision-making, from the issues of licencing to procurement (see Article 9). Ministries and Departments should make widespread use of electronic media in disseminating general information and procedures. Where there is a website, the information should be accessible on that website, together with relevant papers. Where connectivity to internet is limited, the government should facilitate the provision of communal access.

The key characteristics of effective access are:

· those responsible for decisions are publicly known;

· those decisions they are planning to take are publicly known;

· the requirements for information, documents and access are publicized, comprehensive, updated and accurate;

· people have access to information about decisions with technical information available in plain language;

· people know what decisions have been taken and the reasons for them; and

· there is a right to challenge or appeal any decision.

The following principles should apply to key decisions which have significant effects on the public, individually or collectively, whether taken collectively (by committee) or delegated to individual officials, no matter who is taking the decision:

· proportionality (i.e. the action should be proportionate to the desired outcome);

· decisions should be taken on the basis of due process, due consultation and professional advice;

· respect for human rights;

· a presumption in favour of openness; 

· a clear audit trail of supporting documentation; and,

· clarity of aims and desired outcomes.

Any ministry or department taking decisions, individually or collectively, should have a clear policy on the making, recording and publication of decisions. This policy should apply whether decisions are made in respect of functions which are the ministry’s responsibility, by committee or through delegation of decisions to specific officers, particularly for day-to-day operational and management decisions. From a citizen’s perspective, most of whom may be dealing with personal or everyday issues, such information should be part of all ministries’ and departments’ service delivery publications. This should be sufficiently clear to allow the public to know broadly where they go for action or decision, what documentation is required to process requests, who is responsible for which decisions, how they can be contacted, what information about the process is available, and to whom they might appeal in the event of a disputed decision. In addition, there will need to be a description of those functions which have been delegated to another authority, again making clear the details of the body who is exercising that function, and by whom. Where multiple decisions are required by a single entity and for a single purpose (for example, setting up a business), States Parties should consider means to integrate or amalgamate processes to avoid duplication and delays.

Any public official who has custody of a document to which the public is entitled to have access or any other material relevant to any decision-making process that is determined as accessible to the public, including all regulations and procedures relating to any decision to be made by that official, and who intentionally obstructs the public or media from obtaining a document or refuses to provide a copy, should be considered to have committed an offence under the code of conduct (see Article 8) or other applicable regulations or administrative instructions. 

II.2 
Access to information concerning public administration

The public should have a right to request public information. States Parties will need to publish policies on reporting obligations, accessibility (in terms of confidentiality, physical access, copying and costs), the definition of official documents and rules for denial of disclosure (on grounds of national security, personal privacy etc.), timetables for the provision of documents, and procedures of appeal. While States Parties may make use of the Internet to provide information at no cost, the question of fees for providing access to reporting must be arranged so as not to act primarily as deterrence to access; chargeable costs should cover the marginal costs of making the information available such as photocopying costs and direct staff costs. 

A proactive policy on access to official documents should be considered in that all documentation should be accessible unless there are publicly-stated grounds in a limited number of areas that may include: national security, defense and international relations; public safety; the prevention, investigation and prosecution of criminal activities; human rights considerations, including privacy and other legitimate private interests; public or private commercial and other economic interests; the equality of parties concerning court proceedings; the environment; inspection, control and supervision by public authorities; state economic, monetary and exchange rate policies; the confidentiality of deliberations within or between public authorities during the internal preparation of public policy.
Public organisations should also consider the creation of official web sites accessible to the public, designate persons to be responsible for the dissemination of public interest information; and use e-government, e-procurement, e-administration systems tools to simplify the administrative procedures.

States Parties may wish to consider whether there should be an independent agency dealing with procedures for access to information, and adjudicating on complaints. States Parties may also wish to ensure that the Ombudsman or State Audit have the right to consider allegations on failure to report and, in the case of the former, investigating complaints of maladministration in relation to access to information and decision-making. Finally, States Parties may wish to consider the role of the body or bodies established under Article 6 to review the relationship between access to information, decision-making and the risk of corruption.

II.3
Access to decision-making authorities through simplified administrative procedures

Many States Parties do not review or reform their administrative procedures. As a consequence, some procedures become outdated, or conflict or duplicate newer procedures or become disproportionally expensive. This often means bureaucratic and burdensome paperwork requirements on applicants, opacity in terms of the decision making process, and a duplication of information required of citizens - often to the same department or to several departments for the same purpose or requirement. As well as being a hindrance to the development of a free and fair market and attracting foreign investment, such practices can also set the conditions for public officials to manipulate the authority of their office in which fraud and corruption can flourish. States Parties should regularly review the issuing of, for example, licences and permissions to see where or not there are necessary, whether or not the fees relate to the cost of issuing them and whether or not multiple sources should be involved in their issue. A key aspect of addressing such issues is the quality, accuracy and accessibility of the records and record management systems used by departments, and how far ICT allows interactive use by a range of departments to avoid duplication and excessive delays in decision-making.

In any case, there should be closer liaison between ministries/departments to reduce the regulatory burden on all citizens seeking information, applications, and services from the State. States Parties can ensure a more effective approach to this by including in all legislation on licences, permissions or concessions sunset or review causes and reducing procedural complexity. States Parties can consider de-layering and other restructuring procedures, especially in ‘service-delivery’ areas involving extensive contact with private individuals, companies and other elements of civil society. This is intended not only to reduce the potential for corruption but also to increase the cost-effectiveness of administrative activity, including one-stop shops. These provide a means to combine types of licences and permissions or combining the same basic processes and procedures to be carried out in the issuing of different licences and permissions to build up expertise, use of complementary databases and provide economies of operation. 

II.4
periodic public reporting, including risks of corruption

All public organisations should report periodically on the threats of corruption and anti-corruption prevention measures undertaken. This report should be provided under the framework established by Article 5. The report may answer the following questions: what functions does the ministry or department perform? which processes does it carry out? which of its processes, systems and procedures are susceptible to fraud and corruption? what are the internal and external risks likely to be by likelihood, seriousness and impact? What are the appropriate key anti-fraud and corruption preventive components in place? How are they assessed and measured in practice? 

Either States Parties, or the Legislature or the agency designated under Article 6 could also undertake periodic reviews on the necessity for, or cost-effectiveness of, requiring existing licences, permissions and concessions; and administrative impact assessments for new licences, permissions and concessions. Both reviews could also assess the potential for misuse of office or corruption. Such assessments should be published annually, collated and monitored by the body or bodies proposed in Article 6.

ADD TO CHECKLIST

· Consider the use of institutional and individual integrity awards to rank public institutions on compliance to anti-corruption laws, anti-corruption initiatives and ethical conduct.

ARTICLE 11: MEASURES RELATING TO THE JUDICIARY AND PROSECUTION SERVICES
1. Bearing in mind the independence of the judiciary and its crucial role in combating corruption, each State Party shall, in accordance with the fundamental principles of its legal system and without prejudice to judicial independence, take measures to strengthen integrity and to prevent opportunities for corruption among members of the judiciary. Such measures may include rules with respect to the conduct of members of the judiciary.

2. Measures to the same effect as those taken pursuant to paragraph 1 of this article may be introduced and applied within the prosecution service in those States Parties where it does not form part of the judiciary but enjoys independence similar to that of the judicial service.
I. 
OVERVIEW

The Article requires measures to strengthen integrity and to prevent opportunities for corruption among members of the judiciary and prosecutors. For the purposes of this Guide, much of the guidance is applicable to both the judiciary and prosecution services. In relation to the judiciary, the guidance is also intended to be applicable to all court personnel. States Parties should follow existing guidance, including The Bangalore Principles of Judicial Conduct 2002, Report of the Fourth Meeting of the Judicial Integrity Group, UNODC, 2005, the United Nations Handbook on Practical Anti-Corruption Measures for Prosecutors and Investigators, 2005, the UN Guidelines on the Role of Prosecutors, 1990, and the 1999 International Association of Prosecutors’ Standards of Professional Responsibility and Statement of the Essential Duties and Rights of Prosecutors. There are two other important documents that should be noted: (a) the Technical Guide on Strengthening Judicial Integrity and Capacity, and (b) the Commentary for the application of the Basic Principles (Bangalore Principles) on Judicial Conduct. Both documents are soon to be published by the UNODC.

II.
PRACTICAL CHALLENGES AND SOLUTIONS

II.1
Measures to Assess Risks and Threats to the Judiciary

States Parties must give due consideration to the types and levels of corruption, and to the weaknesses or vulnerabilities of the existing judicial system that need review and attention. Such a review may well be the responsibility of any agency established under Article 5 or may be undertaken by a Judicial Services Commission, or equivalent institutional mechanism.

Whatever the institutional arrangements, States Parties should assess the nature and extent of corruption in the judicial system, through surveys and case audits, to identify weaknesses in the system that provide opportunities for ‘gatekeepers’ (whether judges, lawyers or court personnel). The reviews should address not only the important issues of the procedures for judicial appointment but also the more minor details, such as the issuing of summonses, the service of summonses, securing copy of evidence, the obtaining of bail, the provision of a certified copy of a judgment, expedition of cases and the delay of cases.
This in turn would lead to measures to minimize opportunity through systemic reforms designed to limit the situations in which corruption can occur, including focus group consultations conducted by the judiciary with court users, civic leaders, lawyers, police, prison officers and other actors in the judicial system; national workshops of stakeholders; and judges conferences. Responsibility for monitoring and reviewing progress may be the responsibility of a Judicial Services Commission, or equivalent agency, or the Ministry of Justice. These may wish to establish an inspectorate or equivalent independent guardian to visit all judicial districts regularly in order to inspect, and report upon, any systems or procedures that are observed which may endanger the actuality or appearance of integrity and also to report upon complaints of corruption or the perception of corruption in the judiciary.

Specifically States Parties should develop solutions to prevent corruption and promote integrity in the judicial and prosecutorial areas. 

II.1
Measures to strengthen integrity of judges

For the purposes of this Article, the concept of judicial integrity may be defined broadly to include: 

· judicial independence in its individual aspects (i.e. the ability to act free of any extraneous influences, inducements, pressures, threats or interference, direct or indirect, from any quarter or for any reason);

· impartiality (i.e. the ability to act without favour, bias or prejudice); 

· personal conduct which is above reproach in the view of a reasonable observer or user of the criminal justice system; 

· propriety and the appearance of propriety in the manner in which the judge conducts his or her activities, both personal and professional; 

· an awareness, understanding and recognition of diversity in society and respect for such diversity; 

· competence; 

· diligence and discipline. 

‘Judicial independence’ also refers to the institutional and operational arrangements defining the relationship between the judiciary and other branches of government and ensuring the integrity of the judicial process. The arrangements are intended to guarantee the judiciary the collective or institutional independence required to exercise jurisdiction fairly and impartially over all issues of a judicial nature. There are three essential conditions for judicial independence. 

The first concerns security of tenure for all judicial appointments, i.e. a tenure, whether until an age of retirement, for a fixed term, or for a specific adjudicative task, that is secure against interference by the Executive or other appointing authority in a discretionary or arbitrary manner. Secondly, those holding judicial appointments require financial security, including the right to salary and pension which is established by law and which is not subject to arbitrary interference by the Executive in a manner that could affect judicial independence. Thirdly and finally, States Parties must ensure institutional independence with respect to matters of administration that relate directly to the exercise of the judicial function, including the management of funds allocated to the judicial system. An external force must not be in a position to interfere in matters that are directly and immediately relevant to the adjudicative function, for example, assignment of judges, distribution of cases, sittings of the court and court lists. Although there must of necessity be some institutional relations between the judiciary and Executive, such relations must not interfere with the judiciary’s duty to adjudicate individual disputes and uphold the law and values of the Constitution. 
Judicial independence does not require that judges should enjoy immunity from the application of normal laws, except to the extent that a judge may enjoy personal immunity from civil suits for alleged improper acts or omissions in the exercise of judicial functions. Where such immunities are provided, the preferred approach, in order to limit the potential for judges to avoid prosecution for corruption and so as not to undermine the credibility of the judiciary, is a “functional” approach, so that judges are only immune from prosecution for offences that take place in the course of carrying out their judicial duties. In order to ensure that the “functional” approach cannot be misused to avoid criminal liability, it is also essential to provide a process for lifting the immunity in appropriate circumstances, along with safeguards for ensuring that the process is transparent, fair and consistently applied.

In many States Parties, judges, like other citizens, are subject to the criminal law. They have, and should have, no immunity from obedience to the general law. Where reasonable cause exists to warrant investigation by police and other public bodies of suspected criminal offences on the part of judges and court personnel, such investigations should take their ordinary course, according to law.

II.2 
Measures to prevent opportunities for corruption in the judiciary

There are two aspects to preventing corruption in the judiciary. These concern the appointment and promotion of judges, and the work for which they are responsible.

First, there is a need to institute transparent procedures for judicial appointments and promotions to combat the actuality or perception of corruption. Judicial appointments should be on merit, subject to those criteria applicable to other public officials and to those reflecting professional competence. All appointments should be confirmed subject to examination concerning any allegations or suspicion of past involvement in corruption. This may be achieved by the establishment of a Judicial Services Commission, or equivalent institutional mechanism, under the direction of senior judges, or led by independent members of either who have proven credibility and authority, in consultation with senior judges. The body will to be responsible for the recruitment, appointment, promotion, training, conduct and supervision of judges during their tenure of office. In particular, the independence of judicial decisions should not be subject to political interference through attempts to move, fail to promote or dismiss judges. Judges should only be subject to removal by the legislature or by a judicial service commission), and then only for proved misconduct or incapacity according to stated criteria and agreed, transparent procedures.

Second, States Parties should help strengthen the integrity of the judiciary by ensuring that the judicial process is open and accessible. In judicial proceedings, judges should sit in courts that are open to the public unless there are stated and specific reasons otherwise (such as proceedings involving children). Judges should be obliged by law to give reasons for their decisions. To ensure the integrity of the judiciary, including the availability of an effective appeals process, the reasons for judges’ decisions should also be recorded and published. All judicial decisions, but not those by courts of final appeal, should be subject to possible appeal. Judges should be open to academic and media criticism to ensure that contempt powers or defamation law are not abused to stifle such criticism.
Specifically, the daily administration of the judicial process should be the responsibility of a judicial services commission or similar agency which should consider improved administration of the administration of court proceedings by:


· the display of notices in court buildings and elsewhere where they might be seen by relevant persons, describing procedures and proceedings; 

· arrangements for the distribution and management of cases, availability of qualified judges, treatment of witnesses and victims; 

· the appointment of court vigilance officers and users committees together with appropriate systems of inspection to combat informal payments; 

· the introduction of computerization of court records including of the court hearing schedule; 

· the introduction of fixed time limits to prescribe legal steps that must be taken in the preparation of a case for hearing; and 

· the prompt and effective response by the court system to public complaints.

To ensure the effectiveness of such measures and the prohibition of informal payments by users of the court system, States Parties should, as far as possible, address the issue of the adequacy of the remuneration of court officers.

In overseeing the judicial process, judges must take responsibility for reducing delay in the conduct and conclusion of court proceedings and discourage activities of the legal profession which cause undue delay. Judges should institute transparent mechanisms to allow the judiciary, the legal profession and litigants to know the status of court proceedings. (One possible method is the monthly circulation among judges of a list of pending judgments). Where no legal requirements already exist, standards should be adopted by the judges themselves and publicly announced in order to ensure due diligence in the administration of justice.

The judiciary must take necessary steps to preserve court records in an accessible and secure format. Such steps may include the computerization of court records. They should also institute systems for the investigation of the loss and disappearance of court files. Where wrongdoing is suspected, they should ensure the investigation of the loss of files, which is always to be regarded as a serious breach of the judicial process. In the case of lost files, they should institute action to reconstruct the record and institute procedures to avoid future losses.

The judiciary should adopt a transparent and publicly-known procedure for the assignment of cases to particular judges to combat the actuality or perception of litigant control over the decision-maker. Procedures should be adopted within judicial systems, as appropriate, to ensure regular change of the assignment of judges to different districts having regard to appropriate factors including the gender, race, tribe, religion, minority involvement and other features of the judge. Such rotation should be adopted to avoid the appearance of partiality.

Where they do not already exist and within any applicable law, the judiciary should introduce means of reducing unjustifiable variations in criminal sentences in cases including: the introduction of sentencing guidelines and like procedures; securing the availability of relevant sentencing statistics and data; and judicial education, including the introduction of a judicial handbook concerning sentencing standards and principles. 

Such initiatives should observe due respect for the proper role of judicial discretion in sentencing and should be transparent so as to be known to the judiciary, the legal profession and to litigants.

II.3 
Codes and standards

There are a number of measures that may be taken to promote the integrity of the judicial processes.

The first is ensuring that the quality of legal education for entry, and as part of continuing professional development, is of an acceptable standard. States Parties should consider supporting continuing training programmes for judges on a regular basis, with senior judges conducting seminars to which junior judges are invited. Those responsible for judicial and legal education should also consider providing more general legal instruction in such areas as international law, including international human rights and humanitarian law, environmental law, and legal philosophy. In those States Parties where the language of legal literature (i.e. law reports, appellate judgments, etc.) is different from the language of legal education, there should be instruction in the former to both lawyers and judges. Similarly judicial officers in their initial education and thereafter should be regularly assisted with instruction in binding decisions concerning the law of judicial bias (actual and apparent) and judicial obligations to disqualify oneself for actual or perceived partiality. 

The second is the adoption of, and compliance with, a national code of judicial conduct that reflects contemporary international standards. The code should at the least impose an obligation on all judges to declare their assets and liabilities and those of their families to an appropriate body and available for verification and monitoring. It should also reflect the guidance provided in Article 8 relating to the disclosure of more general conflicts of interests. 

Such declarations should be regularly updated. They should be inspected after appointment and monitored from time to time by an independent official as part of the work of a judicial services commission, Minister of Justice or the body or bodies established by Article 6. They should also be available for inspection by counsel in the judge’s court in order that they may be reviewed by litigants for possible conflicts of interest. The less such a requirement is less open to public scrutiny the more the code must emphasise that a judge, having made a declaration in an appropriate way, knows that they must act consistently with it and disqualify themselves if a situation of conflict in fact arises.

A code of conduct will be effective only if its application is regularly monitored, and a credible mechanism is established, preferably independent of the judiciary, to receive, investigate and determine complaints against judges and court personnel, fairly and expeditiously. Appropriate provision for due process in the case of a judge under investigation should be established bearing in mind the vulnerability of judges to false and malicious allegations of corruption by disappointed litigants and others.

A code of judicial conduct may be supplemented with a code of conduct for court personnel.

The third concerns the responsibility of Bar Associations and Law Societies to promote professional standards and the professional interests of their members. Such bodies have an obligation to report to the appropriate authorities instances of corruption which are reasonably suspected. Such bodies also have a duty to institute effective means to discipline members of the legal profession who are alleged to have been engaged in corruption of the judicial branch. In the event of proof of the involvement of a member of the legal profession in corruption, whether of a judge or of court personnel or of each other, appropriate means should be in place for investigation and, where proved, disbarment of the persons concerned. 

Fourth, institutions such as judicial services commissions have a responsibility to publicise procedures for recruiting and appointing judges, for explaining and managing the principles and procedures for handling complaints against judges and court personnel.

Fifth, recognising the fundamental importance of access to justice to ensure true equality before the law, the high costs of private legal representation and the typical limits on the availability of public legal aid, judges should consider, in accordance with any legal provisions that may apply and with the consent of any unrepresented party but acting in cooperation with the legal profession, various initiatives to encourage accessibility to justice and standards in the judicial process. These include:

· the encouragement of pro bono representation by the legal profession of selected litigants;

· the appointment of amicus curiae or other representatives to protect interests that would otherwise be unrepresented in proceedings; and 

· the provision of permission to appropriate non-qualified persons to represent parties before a court.

Judges should take appropriate opportunities to emphasize the importance of access to justice, given that such access is essential to true respect for constitutionalism and the rule of law. In particular, a system of direct access should be implemented to enable litigants to receive advice directly from court officials concerning the status of their cases awaiting hearing. 

Sixth and finally, States Parties should consider providing specialist training on corruption matters to judges who would then become specialists in this area. A smaller cadre of specialists could more easily be protected against improper influences.

II.4 
Measures to strengthen the integrity of prosecutors

The office of prosecutors should be strictly separated from operational investigations and judicial functions, as far as the law and other arrangements allow.

Prosecutors should perform an active role in criminal proceedings, including institution of prosecution and, where authorized by law or consistent with local practice, in the investigation of crime, supervision over the legality of these investigations, supervision of the execution of court decisions and the exercise of other functions as representatives of the public interest.

In the performance of their duties, prosecutors should: (a) carry out their functions impartially and avoid all political, social, religious, racial, cultural, sexual or any other kind of discrimination; (b) protect the public interest, act with objectivity, take proper account of the position of the suspect and the victim, and pay attention to all relevant circumstances, irrespective of whether they are to the advantage or disadvantage of the suspect; (c) keep matters in their possession confidential, unless the performance of duty or the needs of justice require otherwise; and (d) consider the views and concerns of victims when their personal interests are affected and ensure that victims are informed of their rights in accordance with the Declaration of Basic Principles of Justice for Victims of Crime and Abuse of Power (the Best Practice Series No 5 of the International Association of Prosecutors – ‘Victims’ –www.iap.nl.com, may be helpful in that regard.

II.5 
Measures to prevent the opportunities for corruption in the prosecution service

Prosecutors should not initiate or continue prosecution, or shall make every effort to stay proceedings, when an impartial investigation shows the charge to be unfounded. Prosecutors should give due attention to the prosecution of crimes committed by public officials, particularly corruption, abuse of power, violations of human rights and other crimes recognized by international law and, where authorized by law or consistent with local practice, the investigation of such offences.

When prosecutors come into possession of evidence against suspects that they know or believe on reasonable grounds was obtained through recourse to unlawful methods, which constitute a violation of the suspect’s human rights, they shall refuse to use such evidence against anyone other than those who used such methods, or inform the Court accordingly, and shall take all necessary steps to ensure that those responsible for using such methods are brought to justice. 

In States Parties where prosecutors are vested with discretionary functions, the law or published rules or regulations shall provide guidelines to enhance fairness and consistency of approach in taking decisions in the prosecution process, including initiation or waiver of prosecution, including the formal recording of any such decisions and the reasons.

II.6 
Codes and standards of conduct for prosecutors

As public officials, able to carry out their professional responsibilities independently and in accordance with standards of office discussed in Article 7, prosecutors should be protected against arbitrary action by governments and from compliance with an unlawful order or an order which is contrary to professional standards or ethics. They are entitled to the same terms and conditions of all public officials. In general they should expect recruitment and promotion procedures based on objective factors, and in particular based on criteria relating to professional qualifications, ability, integrity, performance and experience. They should receive reasonable and regulated tenure, as well as being allowed to join professional associations or other organizations to represent their interests, to promote their professional training and to protect their status. 

They should be allowed to perform their professional functions without intimidation, hindrance, harassment, improper interference or unjustified exposure to civil, penal or other liability. They should expect to be physically protected by the authorities when their personal safety or their families’ safety is threatened as a result of the proper discharge of their prosecutorial functions. As with other public officials, where disciplinary steps are necessitated by complaints alleging action outside the range of proper professional standards their employment they should be subject to expeditious and fair hearings, based on law or legal regulations.

Using the 2005 United Nations Handbook on Practical Anti-Corruption Measures for Prosecutors and Investigators as a working document to be used by prosecution services in developing their own standards, States Parties should act to incorporate the standards into their own contexts to cover a number of core requirements.

The first requirement is the primacy of professional conduct. Prosecutors shall at all times maintain the honor and dignity of their profession and always conduct themselves professionally, in accordance with the law and the rules and ethics of their profession. At all times, they should exercise the highest standards of integrity and care, and strive to be, and to be seen to be, consistent, independent and impartial. They should always protect an accused person’s right to a fair trial, and, in particular, ensure that evidence favorable to the accused is disclosed in accordance with the law or the requirements of a fair trial. Prosecutors should always serve and protect the public interest, and respect, protect and uphold the universal concept of human dignity and human rights.

The second requirement concerns prosecutorial independence. Operationally, and especially when handling sensitive cases (e.g. political corruption), there should be no situations such as hierarchical instructions given in an individual case, transfer of a case to another prosecutor etc. without appropriate safeguards. In addition to the absolute need for prosecutorial independence and discretion, when permitted in a particular jurisdiction, including freedom from political interference or other inappropriate pressure (e.g. from the media or sectional interests); prosecutorial discretion must be exercised on the basis of professional motives. An important safeguard for ensuring the proper exercise of prosecutorial discretion is the requirement that prosecutors record the reasons for terminating prosecutions or not prosecuting cases that have been referred to them by the investigative authorities. In addition, there should be an avenue for relevant stakeholders to obtain a review of the prosecutor’s decision to not prosecute a particular case.
If non-prosecutorial authorities have the right to give general or specific instructions to prosecutors, such instructions should be: transparent; consistent with lawful authority; subject to established guidelines to safeguard the actuality and the perception of prosecutorial independence. Any right of non-prosecutorial authorities to direct the institution of proceedings or to stop legally instituted proceedings should be exercised in a similar fashion.

Third, in relation to their role in criminal proceedings, prosecutors should perform their duties objectively, consistently, professionally and expeditiously. They should proceed only when a case is well-founded upon evidence reasonably believed to be reliable and admissible, and not continue with a prosecution in the absence of such evidence. It is a professional expectation that they ensure that throughout the course of the proceedings, the case will be firmly but fairly prosecuted, and not beyond what is indicated by the evidence. They should safeguard the rights of the accused in co-operation with the court and other relevant agencies, disclosing to the accused relevant prejudicial and beneficial information as soon as reasonably possible, in accordance with the law or the requirements of a fair trial and refusing to use evidence reasonably believed to have been obtained through recourse to unlawful methods which constitute a violation of the suspect’s human rights.

As part of the judicial process prosecutors should contribute to the fairness and effectiveness of prosecutions through co-operation with the police, the courts, the legal profession, defense counsel, public defenders and other government agencies, whether nationally or internationally, and render assistance to the prosecution services and colleagues of other jurisdictions, in accordance with the law and in a spirit of mutual co-operation.

Finally, all prosecutors should be subject to a code of conduct reflecting the guidance given for all public officials in Article 8. Specific requirements should be included to reflect the particular issues facing prosecutors. As with the judiciary, there would be advantage in discussing the merits of an anti corruption specialism within the prosecution service.

ARTICLE 12: PRIVATE SECTOR

1. Each State Party shall take measures, in accordance with the fundamental principles of its domestic law, to prevent corruption involving the private sector, enhance accounting and auditing standards in the private sector and, where appropriate, provide effective, proportionate and dissuasive civil, administrative or criminal penalties for failure to comply with such measures. 

2. Measures to achieve these ends may include, inter alia:

(a) Promoting cooperation between law enforcement agencies and relevant private entities; 

(b) Promoting the development of standards and procedures designed to safeguard the integrity of relevant private entities, including codes of conduct for the correct, honourable and proper performance of the activities of business and all relevant professions and the prevention of conflicts of interest, and for the promotion of the use of good commercial practices among businesses and in the contractual relations of businesses with the State; 

(c) Promoting transparency among private entities, including, where appropriate, measures regarding the identity of legal and natural persons involved in the establishment and management of corporate entities; (d) Preventing the misuse of procedures regulating private entities, including procedures regarding subsidies and licences granted by public authorities for commercial activities;

(e) Preventing conflicts of interest by imposing restrictions, as appropriate and for a reasonable period of time, on the professional activities of former public officials or on the employment of public officials by the private sector after their resignation or retirement, where such activities or employment relate directly to the functions held or supervised by those public officials during their tenure; 

(f) Ensuring that private enterprises, taking into account their structure and size, have sufficient internal auditing controls to assist in preventing and detecting acts of corruption and that the accounts and required financial statements of such private enterprises are subject to appropriate auditing and certification procedures. 

3. In order to prevent corruption, each State Party shall take such measures as may be necessary, in accordance with its domestic laws and regulations regarding the maintenance of books and records, financial statement disclosures and accounting and auditing standards, to prohibit the following acts carried out for the purpose of committing any of the offences established in accordance with this Convention: 

(a) The establishment of off-the-books accounts; 

(b) The making of off-the-books or inadequately identified transactions; 

(c) The recording of non-existent expenditure; 

(d) The entry of liabilities with incorrect identification of their objects; 

(e) The use of false documents; and 

(f) The intentional destruction of bookkeeping documents earlier than foreseen by the law. 

4. Each State Party shall disallow the tax deductibility of expenses that constitute bribes, the latter being one of the constituent elements of the offences established in accordance with articles 15 and 16 of this Convention and, where appropriate, other expenses incurred in furtherance of corrupt conduct.

I.
OVERVIEW

The Article is mandatory, with three specific objectives – to address private sector corruption, to improve the preventive and monitoring functions that provided through accounting and auditing standards in the private sector and, where appropriate, to introduce sanctions for non-compliance. Addressing private sector corruption has a number of benefits – enhancing investor confidence, protecting consumer interests, and denying the supply side of corruption in relation to the public sector. Specifically there are benefits in relation to the increasing role of business in funding political parties and political candidates, which are also addressed elsewhere in the Convention.

II.
PRACTICAL CHALLENGES AND SOLUTIONS

II.1
Measures to prevent corruption involving the private sector

Businesses, or their representative associations, should be involved in the development of anti-corruption preventive strategies proposed under Article 5, in the review of administrative procedures under Article 10, and in the work of any agency established under Article 6. In terms of promoting the development of standards and procedures designed to safeguard the integrity of relevant entities, the main areas are codes of conduct, guidance on corruption, or corporate governance codes, conflict of interest regulations and internal audit controls. States Parties should require – or invite Stock Exchanges or other regulatory agencies to require – such standards and procedures to be part of any listing rules for publicly-quoted companies. 

Within companies, these should be integrated as an ethics and business conduct programme to help ensure that an organisations’ staff, regardless of what they do and where they work, understand and apply the organisation’s values and principles to their everyday conduct, relationships and decision-making, and comply with legal, organisational, professional and regulatory policies. Comments on the standards and procedures should be, as far as possible within the legal framework of a particular State Party, an audit requirement.
II.2
Measures to enhance accounting and auditing standards 

States Parties should ensure that auditing standards and private sector frameworks for the establishment of parameters for internal controls provide clear guidance and procedures on the core functions of internal audit in the private sector. These should be broadly stratified as: a basic audit process reviewing the effectiveness with which assets are controlled, income is accounted for and expenditure is disbursed; a system based audit, reviewing the adequacy and effectiveness of financial, operational and management control systems; audits reviewing the legality of transactions and the safeguards against fraud and corruption; a full risk management based audit.

All businesses should be legally obliged to keep proper financial statements. For larger companies, such as those that are publicly traded, as well as large non-listed or privately held companies with substantial international business, there should be a requirement to have accounts externally audited and published on an annual basis. The accounts should be registered with a public agency responsible for the registration of companies and their accounts. More detailed accounts and external audit requirements will be required for publicly-quoted companies as specified by Stock Exchanges and financial regulators. 

States Parties should work with representative accounting professional bodies to promote wider training, qualifications and continuing professional development.

II.3
Civil, administrative or criminal penalties for the private sector

States Parties will normally have appropriate criminal sanctions against individuals involved in corruption in the private sector. They will wish to consider similar sanctions against those responsible for instigating or directing the corrupt conduct of others – see Article XX. 

Courts and other regulators should have the authority to impose a range of other sanctions, which may include financial penalties, compensation and confiscation penalties, debarment, supervision or closure of companies, disqualification of directors and suspension of professional accreditation of, for example, company accountants and lawyers. For example, The (International Audit Standard) ISA 240 has recently been revised and focuses on the behavior expected from an auditor who is confronted with fraud during the certification of financial statements which is likely to enhance the contribution of the profession to the prevention and detection of corruption. In principle, it is for the business world to implement those standards, but States Parties can no doubt support this process in various ways.

II.4
 Measures to promote cooperation between law enforcement and the private sector

Article 39 discusses the promotion of cooperation between law enforcement agencies and relevant private sector entities. While there may be no specific duty to report crime to law enforcement agencies – although some States Parties may require the reporting of money laundering and/or financial transactions to such agencies or FIUs - State Parties should encourage legal persons to report corruption-related crime to the law enforcement authorities. Where a State Party does not impose a statutory obligation on all private individuals and entities to report crimes to the law enforcement authorities, it should publicise that such reporting is permitted. Articles 13 and 33 discuss in more detail the issues associated with public reporting and associated protection issues. Law enforcement in its turn should consider awareness raising seminars, single points of contact, anonymity, as well as providing preventive advice. 

II.5
Standards and procedures to safeguard the integrity of the private sector

While there may be strong views on the role of States Parties in regulating the private sector, the sector itself should be aware of the need for corporate integrity, business ethics and corporate social responsibility to stakeholders (such as customers, clients, citizens, employees and shareholders). The ability to deal with issues of business conduct and/or shape the activities around the responsibilities and duties of an organisation are, however, complex challenges. Business organisations exist to make a profit – to sell goods and/or services at a profit. At the same time, businesses increasingly have obligations imposed on them by stakeholders – including regulators, government, suppliers, buyers and the public at large – that go beyond the profit motive. One of the methods that organisations are utilising to address these apparently differing obligations is through the development of codes of conduct, or ethics or corporate governance programmes, and a closer alignment with the requirements and expectations placed on the public sector. States Parties should consider, in particular the OECD Principles on Corporate Governance and encourage Stock Exchanges, regulators, business representative organizations, and other professional and official bodies, to devise and promote effective corporate governance arrangements.

II.6
Transparency in the establishment and management of businesses

States Parties should ensure that there is a public agency legally responsible for the formation and registration of companies and receiving their accounts. Company registration procedures and information for entities registered in each State Party should involve full details of those involved are included and verified. Public agencies should be authorized to obtain (through compulsory powers, court-issued subpoenas, etc.) information about the legal and natural persons involved when illicit activity is suspected or when such information is required by the agencies and others to fulfill their regulatory functions.

II.7
Preventing the misuse of procedures regulating private sector entities

States Parties should ensure that all procurement requirements for public contracts adhere to policies and practices derived from the guidance in Article 9. In particular, entities should be made aware of the implications of failing to abide by the requirements, including, contract voiding or debarment.

States Parties should review the continuing need for certain types of licences and permissions where the provision has no direct government or strategic relevance, where there is the potential for misuse and where private sector forces may be more effective regulators of activity. Where relevant, consideration should be given to the processes for streamlining obtaining licences and permissions, including ‘one stop shops’, to develop clear and widely-available service standards. These standards should be made available to all applicants to define the level of service they can expect, the documents required and the remedies available if the issuing agency fails to comply with them (see also Article 10). 

II.8
Post-employment restrictions for public officials in the private sector

All States Parties should have formal procedures governing the move of public officials on resignation or retirement to those private sector entities with whom they have had dealings or for whom they may hold confidential or commercial information or where they may be employed to contact their former employers or colleagues (see also Article 7). Such procedures should apply to both appointed and elected officials. 

Definitions of post-public employment activities and the procedures governing movement should be clear and understandable. States Parties may wish to consider:

· permission being included in all terms and conditions of appointment;

· the right to impose conditions on use of information and contact with previous employers;

· the right to notify private sector competitors of a move of a significant public official to a rival firm; 

· the right to debar any private sector entity from dealings with a State Party if any conditions are breached.

States Parties should consider prescribing measures that would have specific consequences for public officials who attempt at any time after resignation or retirement to:

· Use their office to favour potential employers;

· Seek employment during official dealings;

· misuse confidential information gained through public employment;

States Parties may also wish to decide whether or not former public officials may as an employee or consultant, be involved in, have any dealings with or represent private parties on any matter involving their previous employment as a public official. If this is considered acceptable then States Parties may wish to consider applying restrictions on any ‘cooling off’ period before this may take place. In drafting provisions for this, States Parties should consider:

· length of time for any restriction;

· the precise level or group of officials subject to restrictions;

· defining with some precision the area in which representation is not permitted by former officials.

II.9
Internal auditing and certification procedures

States Parties should provide requirements with appropriate sanctions for the annual submission of accounts, audited where required, with penalties for late or incomplete submission to be placed on those entities under legal obligation to submit accounts. They may also give guidance, or invite Stock Exchanges, financial regulators or representative associations to give guidance, on the level and size of internal audit capacity by size and turnover of the entity, as well as the level of professional training and accreditation necessary or required to perform adequately their audit functions. 

II.10
Maintenance of books, records, financial statement disclosure and accounting and auditing standards

States Parties should ensure that there is appropriate legislative provision to ensure that all records involved in the activity of an entity be retained for an agreed number of years with timetables for the destruction of main ledgers and supporting records also agreed. The legislation should clarify what constitutes a document or source of information and the original documents or information be retained - originals of documents such as contracts, agreements, guarantees and titles to property may be required for other purposes including presentation as evidence to courts. The legislation should make specific reference in terms of legal definitions, requirements and sanctions relating to: off-the-books accounts; recording of non-existent expenditure; the entry of liabilities with incorrect identification of their objects; the use of false documents; and the intentional destruction of bookkeeping documents earlier than foreseen by the law. Guidance should be given on who retains the records, their format and their accessibility.

II.11
Prohibition of tax deductibility of bribes and related expenses

States Parties should legislate to ensure that entities cannot claim tax relief on payments or other advantages that may be construed as a bribe in either the donor or recipient State Party. 
There are two principal reasons for denying the tax deductibility of bribe payments: (i) to deter the making of bribe payments; and (ii) to assist in the detection of corruption offences when tax payers attempt to obtain a tax deduction regardless of the prohibition. The prohibition of tax-deductibility of “bribes” includes bribes to foreign public officials. The prohibition against claiming a tax deduction for bribe payments should be extended to individuals. The prohibition against claiming a tax deduction for a bribe payment needs to be clearly stated, and the tax authorities must be careful to ensure that bribe payments cannot be concealed under legitimate categories of expenses, such as “social and entertainment costs” or “commissions”. The role of tax measures in the detection of corruption offences can only be served if state revenue or tax authorities are obligated or at least permitted to report their suspicions of corruption to the law enforcement authorities.
ADD TO CHECKLIST

The development of a Partner Code that defines the expected ethical behaviour of private sector organizations or representatives in all dealings with public sector officials to enhance the integrity of relationship between the public and private sectors. The Code should lay emphasis on issues like conflict of interest, treating of public officials, ethics in tendering exercises, transparency and accountability in operations, confidentiality of information, common practices like gifts, commissions, hospitality and ethics in marketing strategies.

ADD TO SOURCES

OECD Principles on Corporate Governance http://www.oecd.org/document/49/0,3343,en_2649_34813_31530865_1_1_1_1,00.html

ARTICLE 13. 
PARTICIPATION OF SOCIETY

1. Each State Party shall take appropriate measures, within its means and in accordance with fundamental principles of its domestic law, to promote the active participation of individuals and groups outside the public sector, such as civil society, 

non-governmental organizations and community-based organizations, in the prevention of and the fight against corruption and to raise public awareness regarding the existence, causes and gravity of and the threat posed by corruption. This participation should be strengthened by such measures as:

(a) Enhancing the transparency of and promoting the contribution of the public to 

decision-making processes; 

(b) Ensuring that the public has effective access to information; 

(c) Undertaking public information activities that contribute to non-tolerance of corruption, as well as public education programmes, including school and university curricula; 

(d) Respecting, promoting and protecting the freedom to seek, receive, publish and disseminate information concerning corruption. That freedom may be subject to certain restrictions, but these shall only be such as are provided for by law and are necessary: 

(i) For respect of the rights or reputations of others; 

(ii) For the protection of national security or of public 

health or morals.

 2. Each State Party shall take appropriate measures to ensure that the relevant anti-corruption bodies referred to in this Convention are known to the public and shall provide access to such bodies, where appropriate, for the reporting, including anonymously, of any incidents that may be considered to constitute an offence established in accordance with this Convention.

I. 
OVERVIEW

Addressing corruption is a means to an end. It is one aspect of the promotion of good governance and wider reform to public services to make them more efficient and effective, decision-making more transparent and equitable, and budgets and laws more aligned to the needs and expectations of society in general and its poorer and more vulnerable members in particular. Those affected by corruption indirectly, from the misuse of public funds and resources, and directly through paying for public services or extorted by public officials, should be involved in processes or agencies tasked to determine what needs to be addressed, in what sequence, and by whom. 

II. 
PRACTICAL CHALLENGES AND SOLUTION

II.1 
Promoting the participation of society in the prevention of corruption 

States Parties should take a broad view of what comprises society and representative associations with whom they should engage. There should be a broad view and understanding of the society, comprising – NGOs, trade unions, mass media, faith-based organizations, etc. – and should include not only those predisposed to or funded by the State Party but those with whom the government may not have a close relationship. States Parties should also ensure that those without effective associations, particularly marginalized social groups, are represented, through, for example, household and other surveys.

II.2
Raising public awareness on corruption
Many anti-corruption agencies run effective campaigns against corruption but the point the Convention is making is that States Parties themselves should fully support and give public commitment to anti-corruption awareness rather than simply pass responsibility to one or two designated agencies. Campaigns should explicitly explain what corruption is, the harm done, the prohibited types of conduct, etc. In particular, such campaigns should stress the link with commonly accepted malpractice (small facilitation payments in every day life, religious festival gifts to certain categories of officials, misuse/abuse of public facilities, gifts from business representatives to certain categories of professionals, etc.). This should clarify any uncertainty about the border separating clear-cut corruption/bribery from the granting or requesting of little favours.

Similarly all public bodies should be expected to indicate and publicise their commitment to the prevention of corruption and the promotion of public service (see also Article 10). Here the means for the citizens to express concerns or lay allegations without fear of intimidation or reprisal is particularly important. Special efforts should be made to reach poorer parts of society which are often disproportionately harmed by corruption directly and indirectly. 

II.3
Promoting the contribution of the public to decision-making processes

States Parties may involve the public and civil society organizations through direct representation in the development of preventive strategies required by Article 5, or by involvement in the body or bodies established under Article 6. The work undertaken in Article 5 will include significant assessments of the public’s perceptions of the provision of administrative services as well as the rights to information stipulated in the same Article and in Article 10.

II.4
Public information and education

Bodies noted in Articles 6 and 36 should undertake publicity campaigns and ensure appropriate contact points for allegations from citizens. The campaigns may include leaflets and posters, clearly displayed in all public bodies. All public bodies should also publish their own information on their services and functions, including information on how to report allegations of corruption. 

Specifically, the body or bodies designated under Article 6 should work with public sector institutions to ensure information on anti-corruption measures is disseminated to appropriate agencies and the public, as well as with NGOs, local think-tanks and educational institutes to promote the preventive work and the integration of anti-corruption awareness into school or university curricula. 

II.5
Freedom to seek, receive, publish and disseminate information concerning corruption and its restrictions

States Parties should review their licencing and other legislative arrangements for various forms of media to ensure that these are not used for political or partisan purposes to restrain the investigation and publication of stories on corruption. At the same time, while those subject to allegations may have recourse to the courts against malicious or inaccurate stories, States Parties should ensure that their legislative or constitutional framework positively supports the freedom to collect, publish and distribute information and that the laws on defamation, state security and libel are not so onerous, costly or restrictive as to favour one party over another.

II.6
Raising public awareness on anti-corruption bodies

States Parties may wish to ensure that public agencies wholly or partly involved in activities with anti-corruption implications, such as anti-corruption agencies (preventive and investigative), ombudsman, electoral commissions, and so on, have a formal remit and adequate resources to undertake programmes of education and training to educational institutions, civic groups and other civil society bodies.

II.7
Public access to information
One of the major issues in terms of the symmetry of the relationship between the State Party and the citizen is the lack of awareness and understanding on the part of the latter of their rights and on how the State works. Much of the potential mutual suspicion and mistrust may be mitigated with the introduction of civic education. This in turn has the additional benefit of introducing young people to the possibility of a public career or engagement in political activity. State Parties should consider whether or not a freedom of information law would help clarify what may or may not be available, as well as the administrative or procedural means and procedures for access. States Parties should in any case publish their policies on freedom of and access to information, on the basis that they should guarantee the right of everyone to have access, on request, to official documents held by public authorities, without discrimination. Further guidance is provided in Article 10.
II.8
(Anonymous) reporting of corruption

State Parties may bear in mind the importance of promote the willingness of the public to report on corruption. Therefore, they wish to follow those States which do not only protect public officials, or employees of entities, but any person who reports a suspicion of corruption, irrespective of their status. 

Article 33 discusses reporting in more detail but State Parties may wish to provide for reporting guidelines which advise the public to which authority they should notify of a corruption suspicion, how they should do that, and what protection is available. In particular State Parties should ensure that, subject to legal safeguards against malicious or defamatory reporting, those who distrust the established channels of reporting or fear the possibility of identification or retaliation are able to report to those bodies noted in II.6 or to the media.

ARTICLE 14: MEASURES TO PREVENT MONEY LAUNDERING

1. Each State Party shall:

(a) Institute a comprehensive domestic regulatory and supervisory regime for banks and non-bank financial institutions, including natural or legal persons that provide formal or informal services for the transmission of money or value and, where appropriate, other bodies particularly susceptible to money laundering, within its competence, in order to deter and detect all forms of money laundering, which regime shall emphasize requirements for customers and, where appropriate, beneficial owner identification, record-keeping and the reporting of suspicious transactions;

(b) Without prejudice to Article 46 of this Convention, ensure that administrative, regulatory, law enforcement and other authorities dedicated to combating money laundering (including, where appropriate under domestic law, judicial authorities) have the ability to cooperate and exchange information at the national and international levels within the conditions prescribed by its domestic law and, to that end, shall consider the establishment of a financial intelligence unit to serve as a national centre for the collection, analysis and dissemination of information regarding potential money laundering. 

2. States Parties shall consider implementing feasible measures to detect and monitor the movement of cash and appropriate negotiable instruments across their borders, subject to safeguards to ensure proper use of information and without impeding in any way the movement of legitimate capital. Such measures may include a requirement that individuals and businesses report the cross-border transfer of substantial quantities of cash and appropriate negotiable instruments.

3. States Parties shall consider implementing appropriate and feasible measures to require financial institutions, including money remitters: 

(a) To include on forms for the electronic transfer of funds and related messages accurate and meaningful information on the originator;

(b) To maintain such information throughout the payment chain; and

(c) To apply enhanced scrutiny to transfers of funds that do not contain complete information on the originator.

4. In establishing a domestic regulatory and supervisory regime under the terms of this Article, and without prejudice to any other article of this Convention, States Parties are called upon to use as a guideline the relevant initiatives of regional, interregional and multilateral organizations against money laundering.

5. States Parties shall endeavor to develop and promote global, regional, sub-regional and bilateral cooperation among judicial, law enforcement and financial regulatory authorities in order to combat money laundering.

I.
OVERVIEW

In the last two decades, the development of a new concept of criminal law focusing on the prevention, detection or disruption of criminal activity through the monitoring of financial flows and the reporting (and in some cases confiscation) of funds that may be associated with criminal activity. A strategy first designed to reduce the illegal drug market has rapidly become the preferred approach to address almost all acquisitive crime, including corruption-related offences. The motive for acquisitive crime is to obtain benefit from the proceeds and criminals will seek to disguise the fact that their assets derive from criminal activity (termed money laundering). The strategy aims to detect and prevent money laundering and is appropriate in the case of the proceeds of corruption.

Increasing the effectiveness of legal instruments to identify, monitor, detect, seize and confiscate financial benefit from illicit activity is intended to reduce the motivation for and benefits from engaging in these criminal activities. When connected to criminal organizations, it will reduce the operating capital for continuing its illegal activities. More importantly, the monitoring of financial flows will often allow the disruption or prevention of criminal activity. It may also lead to the earlier apprehension of the criminal.

The implementation of the strategy, nonetheless, involves a broad range of policy options in which several issues need to be taken into account from different perspectives. 

The preventive perspective of the strategy, which is the scope of Article 14, assumes a greater involvement of the private sector, especially those performing functions of financial intermediaries, in cooperation with but also under the supervision of public bodies. When implementing a preventive strategy important policy options will arise depending on several features, including, among others, the role financial services play in a country’s economy, the size and activity of the sector to be regulated, the size of the informal economy, the relationships between the financial sector and its regulators, the coordination capability and capacity among several public agencies, the financial and human resources the State Party is able to devote to this strategy. 

The prevention of money laundering is a function performed by a combination of private and public institutions and actors. The private sector, mainly financial intermediaries, performs the so-called ‘gatekeeper’ function. Given their direct contact with potential money launderers trying to introduce, conceal, co-mingle or move illegal gains through the financial system, they are in the best position for preventing such transactions from occurring, and for reporting and keeping the paper or electronic trails when they do occur. The public sector, on the other hand, performs both regulatory and supervisory functions. The regulatory function refers to the enactment of rules necessary to detect and deter all forms of money laundering while the supervisory function entails the enforcing – either by sanctioning or by cooperative methods - of such regulations. 

Article 14 combines mandatory measures (1(a), 1(b)), strong recommendations (2 and 3) and suggestions for implementation (4 and 5).

II.
CHALLENGES AND SOLUTIONS

II.1 
Choosing a Relevant Institutional Anti-Money Laundering Framework

States Parties are required to adopt measures in light of three different subcomponents of a preventive money-laundering system: the scope of the preventive system, those required to perform preventive obligations and the minimum coverage for such obligations. 

States Parties are required to establish ‘a comprehensive domestic regulatory and supervisory regime…in order to deter and detect all forms of money laundering.’ As long as the designed regime covers both regulatory and supervisory aspects, States Parties are free to establish the regime that best suits the complexities and specific characteristics of their situation that best delivers the regime.

For this reason, States Parties may vary widely in institutionalizing their domestic ‘regulatory and supervisory regimes’. For the purposes of this Article, and bearing in mind the prescriptions of Article 58, States Parties may wish to assess or determine the general institutional framework of their preferred regime and build the appropriate preventive and international cooperation approaches accordingly. 

Comprehensive recommendations on the construction of an effective money laundering regime have been issued by the Financial Action Task Force (FATF). The provisions of the Convention, although related to the proceeds of corruption, are consistent with the FATF Recommendations and this Guide draws further upon them.

It is necessary to distinguish between three main functions that must be carried out in any effective regime designed to prevent the laundering of the proceeds of corruption. 

1. Financial and non financial institutions must be required to take steps to discourage the use of their services by potential launderers. The steps include sufficient customer due diligence to enable the institution to build a profile of a customer and expected activity, to monitor the activity and to report suspicious or unusual actions that do not conform to the profile.

2. Reports from financial institutions and other intelligence from other sources must be collated, shared as appropriate with other domestic and international authorities and analyzed so as to form the basis for enforcement action.

3. Allegations of laundering should be investigated and where appropriate, result in asset freezing and seizure, and prosecutions.

Many States Parties have already established regulatory and supervisory bodies that have the responsibility of imposing a general regulatory and supervisory regime on financial institutions, such as banks, insurance companies, securities firms and exchanges. Such bodies have a range of compliance, inspection and sanction powers designed to ensure the proper conduct of business and the use of effectiveness of internal controls, the responsibilities of senior management, the availability of appropriate procedures, customer identification and record-keeping, and the provision of training to staff in awareness and ethics. 

A number of States Parties charge such bodies with the responsibility for imposing measures designed to prevent the laundering of the proceeds of corruption. On the other hand, some States Parties allocate this task to a separate body (usually the Financial Intelligence Unit (FIU) which established to carry out the second of the listed functions). This approach has the advantage of concentrating the expertise on the laundering of the proceeds of corruption, but such an organizational model must be carefully designed to avoid the danger of conflicting instructions to institutions, and wasteful duplication of the examination of corporate governance arrangements.

States Parties may consider the use of such bodies to provide guidance or impose requirements on non financial institutions, such as real estate agents, jewelers and car dealers (while included in some States Parties’ FIUs require financial transaction reporting, there is usually no appropriate body available to enforce customer due diligence and other requirements). Some States Parties give such functions to trade associations (although in many cases, they have insufficient powers to conduct such functions).

Virtually all States Parties have established, or are in the process of establishing an FIU with the responsibility for the second function described above - collating and analyzing intelligence, including reports mandated by law from financial and non financial institutions. In some States Parties, the FIU is purely administrative in that it focuses on collation, analysis, and distribution of intelligence and information. In other cases, the FIU itself carries out investigations and may even be able to prosecute, or seize and freeze assets (the third of the functions described above).

The FIU may be wholly independent, included within the Justice Department or law enforcement authorities, or attached to a financial service supervisory body such as the central bank. There are clear advantages in independence. However, there are also advantages in ensuring close coordination with law enforcement bodies so that intelligence can be produced in a form most appropriate for them. There are also advantages in attachment to the supervisory bodies, since some financial institutions (the source of most reports of suspicious behavior) feel more comfortable making confidential reports to an agency with which they are already familiar.

State Parties should adopt the models that best suit their legal, constitutional, and administrative arrangements. There are advantages in all models and State Parties should make sure that the arrangements for staff training, the provision of statutory powers and the coordination between agencies is designed to maximize the advantages and minimise the risks identified above.

From a different perspective, one can differentiate preventive systems according to the degree of functions performed by private sector institutions as opposed to public agencies. In the models described above, the regulatory and supervisory functions rest with public agencies. Some States Parties have adopted self-regulating models, in which existing private bodies with regulatory functions (such as business associations or professional associations) take the ‘day-to-day’ regulatory role and public agencies oversee those private bodies and conduct random supervision over the regulation they perform. Others may give such bodies more formal powers with which to enforce regulation. States Parties adopting these systems usually do not suffer from extensive domestic economic crime but rather from the misuse of their financial systems by illicit transaction activity. Given these circumstances, the sector has special incentives to implement a functional self-regulating system based on reputational considerations and States Parties may consider lighter-touch supervision. 

II.2 
Who Should Be Subject to Preventive Obligations?

The second issue addressed by 1(a) relates to those institutions or activities that need to be subject to preventive obligations. From an initially narrow focus on banks, the scope of institutions and activities private actors has in most jurisdictions been extended to non-banking financial institutions, usually including the intermediaries in the securities and insurance markets. Many jurisdictions have now taken a more functional-oriented approach in order to gradually include a broad range of natural or legal persons or corporate entities when performing financial activities such as lending, transferring money or value, issuing and managing means of payment (e.g. credit and debit cards, checks, traveller's cheques, money orders, bankers’ drafts and electronic money), giving financial guarantees and commitments, trading in money market instruments (cheques, bills, derivatives, etc.), foreign exchange, interest rates, index instruments or transferable securities, managing individual or collective portfolios or otherwise investing, administering or managing funds or money on behalf of other persons. Some jurisdictions have also moved to extend obligations to any activity involving high-value goods, including precious stones, works of art and more common high-value goods such as vehicles. Some States Parties may wish to consider whether non-governmental activities (such as charities) or public sector institutions (such as those trading commercially) should also be subject to similar obligations.

The focus here should be less on the institution and activity than their susceptibility to the concealment and transfer of the proceeds of corruption. Thus, while the Article clearly mandates States Parties to subject banking and non-banking financial institutions, and formal and informal money transmitters, to preventive anti–money-laundering obligations, States Parties are also encouraged to require ‘other bodies particularly susceptible to money laundering’ to comply with such obligations. As mentioned, States Parties should review all the available means of introducing proceeds of criminal or illicit activity into the legal economy which not only depends on the sources of such funds, but also the means by which this can be done. This may in turn be influenced by a range of factors, from the extent of the informal economy to the availability of legitimate financial instruments available in a given jurisdiction. Some States Parties have deemed it appropriate to subject its lawyers to anti–money-laundering regulations when they perform financial intermediary functions. Other jurisdictions have deemed it appropriate to include within the scope of anti-money laundering obligations areas that may be at risk from high-value cash-based activities, such as domestic car dealers or estate agencies. Thus, when deciding who will perform a ‘gatekeeper’ function, States Parties could look at the workings of their domestic illegal markets and undertake a comprehensive risk assessment. This may be undertaken by the FIU proposed by Article 58 or possibly involving the body or bodies established under Article 6 or 36. The purpose would be to identify the institutions or means that might be susceptible to misuse for laundering purposes.

II.3 
What Are the Minimum Requirements for Regulated Institutions or Activities?

The third requirement of the preventive system is the minimum coverage of the obligations to which the regulated sector or activity needs to be subjected. According to the Convention, the preventive system ‘shall emphasize requirements for customer and, where appropriate, beneficial owner identification, record-keeping and the reporting of suspicious transactions.’

In order to prevent money laundering, the first duty of a designated ‘gatekeeper’ consists of identifying those with whom financial relationships are established. The ‘know your customer’ rule, a well-established principle of prudential banking law, is the cornerstone of the preventive obligations. Starting from a simple formal identification rule, it proved to be a very dynamic concept whose current developments are reflected in detail in Article 52. Article 14 establishes the general framework by requiring States Parties to stress the importance of client identification, as well as of ‘beneficial owner’ identification in such cases where there are reasons to believe that there may be other persons, in addition to the client, with an interest in the assets involved in the transaction in question. The term ‘beneficial owner’ should be regarded as covering any person or entity with a direct or indirect interest in or control over assets or transactions. States Parties, preferably in conjunction with the relevant institutions, should agree an identification and verification framework which is publicized. In addition, States Parties must define what additional due diligence is necessary to ensure that an institution understands the customer’s business and activities sufficiently to be able to create a profile of the customer, monitor the activity and report unusual or suspicious transactions or activity. The extent of the additional due diligence should be informed by a risk profile that should be created for each customer. States Parties may also want to agree with the relevant institutions whether the framework should apply to existing as well as new customers and, if it should, the timescale over which the existing customers’ due diligence should be conducted.

States Parties should also require their gatekeepers to keep original records of the financial transactions. This obligation is a key nexus between the preventive and the investigative approaches as the records constitute the most relevant evidence for money-laundering investigations and prosecutions. States Parties are encouraged to carefully evaluate the period of time for which financial records will be required to be kept, in what format and what constitutes a ‘record’ for retention and evidential purposes. The practical and costly burden that record-keeping represents for gatekeepers should be balanced against the fact that many corruption investigations do not start until the defendant(s) have left office — a reason for Article 29 to require a realistic statute of limitations. In this regard, States Parties may consider extending the record-keeping obligation for transactions carried out by the persons mentioned in Article 52. 

Finally, States Parties should require its gatekeepers to report suspicious transactions. In implementing a system for reporting suspicious transactions, States Parties may consider a balance between the margin of discretion given to gatekeepers to decide when a transaction is suspicious and the capacity of its FIU to process, analyze and use in a meaningful fashion all the information required to be reported. Some States Parties tend to establish objective reporting systems with a minimum value threshold over which every transaction must be reported. For this model to work properly, the FIU should be provided with sufficient resources for receiving, processing and analyzing all the information received from the regulated sector. Virtually all States Parties, including all those who impose minimum cash transaction reporting systems, have considered that the gatekeepers are in the best position to decide when a transaction is to be considered suspicious, and have adopted ‘subjective’ systems in which the gatekeepers make the decision and the public bodies supervise compliance within established criteria. Here, regulated institutions have specific incentives to preserve their reputation and to keep their environment free from money of dubious origin. The routine information provided by a threshold-based system is used as raw material for creating financial databases which proved to be useful for investigations carried out on the basis of transactions reported as suspicious by the gatekeepers. 

II.4
Promoting Reporting

States Parties should consider how to create positive incentives and how to avoid negative incentives for establishing a cooperative relationship with the gatekeepers and help them to perform its reporting duties in a meaningful way.

Among the positive incentives, ‘safe harbour’ provisions are very useful from a substantive perspective. Safe harbour provisions protect the reporting institution and its employees from civil, administrative and criminal liabilities when reporting in good faith. Protection from intimidation by those on whom reports are made is also important and so it may be necessary to allow for the protection of the identity of the reporting official both in terms of reporting and possible legal proceedings later Other positive incentives may be more related to practical issues, such as providing adequate time framework and the use of non burdensome methods – such as reporting templates or encrypted reporting systems through the internet - in order to facilitate the gatekeepers function. States Parties may also take into account how to avoid the creation of negative incentives that will produce inadequate reports or increased pre-emptive reporting to avoid regulatory sanction. In general, States Parties should ensure regular and relevant feedback to reporting institutions on the quality, detail and usefulness of reports and work with institutions on the refining and prioritisation of the information being submitted. The ultimate goal would be creating a collaborative environment between public and private actors, which will vary depending on existing practices, institutions and the goals of the system to be implemented. 

II.5
Exchanging Financial Information

1(b) deals with the ability of public bodies involved in combating money laundering to cooperate and exchange information both at domestic and international levels. 

At the domestic level, the treatment of information raises two fundamental questions. The first relates to the rights of any individual who may be accused of criminal activity (in this case, corruption or the laundering of its proceeds) and the second relates to the rights of an individual to privacy in his or her private (in this case financial) affairs.

Most States Parties have rules governing evidence in criminal proceedings. These include restrictions on the way information can be collected and used as evidence. A requirement that private institutions and public agencies must report suspicions will mean that private information, which has been collected by the institution or agency for other commercial or public purposes, may become available to criminal authorities with an interest in a prosecution connected to corruption or money laundering. This information would not have been collected as part of a formal investigation and may not have been collected in a way that matches the legal or constitutional safeguards surrounding the collection and use of evidence in criminal proceedings. Such information would often be unacceptable as evidence in criminal proceedings. In most States Parties, this difficulty is resolved by treating information gathered through public and private agencies and passed to the FIU as intelligence rather than evidence. It can be used only to prompt a formal investigation in which evidence can be collected in the appropriate manner. All States Parties have different legal and constitutional provisions in this area and must make arrangements for the protection and use of financial intelligence in a way that respects the rights of those against whom offences are alleged.

Most States Parties now have data protection arrangements that maintain the confidentiality of personal information provided to private institutions and public agencies. It will be necessary for legislation to override such provisions in order to allow for reporting of suspicions by these institutions and agencies. However, fundamental human rights should not simply be abandoned. They should be maintained by imposing confidentiality requirements on the recipients of the information – the FIU and those to whom it distributes information. In addition to the importance of data protection as a human right, such arrangements have the additional advantage in that citizens are more likely to be forthcoming in responding to official requests for information if they are convinced that their information will remain confidential. Full participation is necessary to preserve the integrity of data that is used for public policy purposes, such as the provision of public services and the collection of tax on income. 

If citizens were aware that information supplied to public agencies might be shared with other authorities in a way that was detrimental to their interests, they might be less inclined to share that information. The result would be that data was less reliable and public policy could suffer. On the other hand, it may be argued that those who are engaged in corruption are hardly likely to be volunteering information about their corruption in any case. 

States Parties must consider the balance of advantage in breaking down the barriers erected between public agencies in order to preserve confidentiality and thereby making greatest use of information, against the possible disadvantage that some public data may become less reliable if citizens have doubts about its confidentiality. Whatever course States Parties choose, it will be necessary for recipients of personal information to keep that information confidential and for fundamental human rights to be protected.

The final domestic issue to take into account when building a system of exchange on financial information relates to the amount of information to be generated by the system and the human and technical resources to be devoted to its collation, analysis, dissemination and maintenance. Though technological means might play a crucial role in augmenting the analytical capacities, an unmanageable volume of information might threaten the efficacy and credibility of the whole anti–money-laundering system. The way many States Parties have tried to overcome some of the mentioned issues is by creating a central agency for collecting, analyzing and disseminating the financial information collected through the preventive anti–money-laundering system. This is the reason why 1 (b) recommends States Parties to seriously consider creating an FIU at the national level that concentrates all the mentioned functions and also the ability to share information with other States Parties (see Article 58). 

At the international level, the crucial agency for exchanging financial information is the FIU, as recognized by Article 58. FIUs exchange information among them on the basis of reciprocity or mutual agreement which usually encourages spontaneous cooperation. 

The issues identified above in respect of the protection of the rights of anyone accused of corruption and the right to privacy of data apply with greater force to international exchange of information, since different States Parties protect rights in different ways. It is important that the proper exchange of information is not inhibited by differences in the form of such protection, even where the substance of the protective regime is similar. The procedures for information sharing are usually much simpler than in mutual legal assistance, since the latter are designed to protect the rights of those accused whereas information exchange agreements between FIUs are not. In effect, information exchanged between FIUs tends to be intelligence not evidence and can rarely be used in criminal proceedings in its raw form. It can, however, be the basis for an investigation (which may ultimately include an international request for evidence through mutual legal assistance agreements). 

Usually, agreements between FIUs are guided by the following principles:

· the requesting FIU should disclose to the requested FIU the reason for the request, the purpose for which the information will be used and enough information to enable the receiving FIU to determine whether the request complies with its domestic law. 
· Mutual agreements or Memorandums of Understanding between FIUs usually limits the uses of the requested information to the specific purpose for which the information was sought or provided. 

· The requesting FIU should not transfer information shared by a disclosing FIU to a third party, nor make use of the information in an administrative, investigative, prosecutorial, or judicial purpose without the prior consent of the FIU that disclosed the information. The FIU giving the information should not unreasonably withhold any such consent.

· All information exchanged by FIUs must be subjected to strict controls and safeguards to ensure that the information is used only in an authorized manner, consistent with national provisions on human rights, privacy and data protection. At a minimum, exchanged information must be treated as protected by the same confidentiality provisions as apply to similar information from domestic sources obtained by the receiving FIU. 

The Egmont Group of FIUs published ‘Best Practices for the Exchange of Information between Financial Intelligence Units’ in 2004. This provides legal and practical advices for exchanging financial information at the international level which provides clear and comprehensive advice on the request process, information required, processing the request, responses, and confidentiality.

II.6
Cross-border Movement of Cash and Negotiable Instruments

(2) requires States Parties to consider the adoption of measures to detect and monitor the cross-border movement of cash as well as of ‘appropriate negotiable instruments.’ Taking into account the sensitivity of the financial information, such measures should be taken within the context of ensuring its proper use and not to constitute an impediment to the free movement of legitimate capital. The transportation of currency, negotiable instruments and valuables that are easily liquidated — such as bank guarantees or precious stones — is of strong concern to any anti–money-laundering preventive system. The reason is quite simple: once borders have been crossed, disguising the origins of illicit gains becomes easier because tracing its origin requires the use of international cooperation. This is often less efficient and proceeds more slowly than investigations within a single jurisdiction. 

The Convention recommends that States Parties adopt a declaration system by virtue of which all persons making a physical cross-border transport of cash or designated negotiable instruments are required to submit a truthful declaration to the designated competent authorities. In implementing such a system, a range of issues need to be considered:

· States Parties need to pre-set a threshold above which the declaration is required. In adopting a threshold, the ‘free movement of capital’ criteria may be taken into account. For practical reasons, States Parties tend to follow an already established threshold; the minimum threshold to comply with Special Recommendation IX of FATF is Euro/US $15,000 or its equivalent. 

· States Parties need to decide which ‘negotiable instruments’ will be appropriate to subject to declaration. Frequently, these systems include all negotiable instruments — such as cheques, travellers cheques, promissory notes or money orders — that are either in bearer form or in such a form where title passes upon delivery (for example, endorsed without restriction or made out to a fictitious payee). In addition to financial instruments, States Parties may also include other high-liquidity valuables, such as gold, precious metals, precious stones, or other high--value portable commodities. 

· States Parties need to consider which modes of cross-border movement will be subjected to the declaration system. Typically, States Parties apply a declaration system for the movement of cash or other negotiable instruments to: (1) physical transportation by a natural person, in that person’s accompanying luggage or vehicle; (2) shipment of currency or negotiable instruments through cargo, (3) mailing of currency or negotiable instruments by a natural or legal person, and (4) the electronic movement of funds (see II.7). The declaration should apply to both incoming and outgoing transportation. 

· Upon discovery of a failure to declare currency or designated negotiable instruments above the threshold, the competent authorities should have legal authority to contact the carrier with regard to the origin of the assets in question and their intended use. States Parties should make such information available to the FIU. The FIU may issue a specific advisory to the competent authority regarding the frequency and types of reports. A balance against the criteria regarding the proper use of the information may be taken into account when designing this set of provisions. 

Such discoveries are, in many cases, facilitated by combining the standard declaration system with a disclosure system, by virtue of which all persons making a cross-border transport of currency or designated negotiable instruments are required to make a truthful disclosure to the competent authorities upon request. The inquiries are on a targeted basis, based on intelligence sources, suspicion, or on a random basis.

States Parties may consider establishing procedures to conduct inspections of passengers, vehicles and cargos for the purpose of detecting cross border movements, when it is suspected that currency and bearer negotiable instruments may be falsely declared or undisclosed or that it may be related to a criminal activity. Inspections should be, when possible, conducted by a minimum of two individuals; the use of X-ray equipment, scanners or dogs specially trained to sniff out currency is especially advisable. 

When suspicious currency instruments are discovered, it is good practice to keep the baggage/cargo intact with the currency to preserve evidence. In addition, it is advisable that authorities have in place appropriate systems for the storage for seizures of cash and bearer negotiable instruments. When inspecting for currency which may be falsely declared or undisclosed, or which may be related to money laundering, it is good practice to give particular attention to the potential use of counterfeit currencies. Some States Parties have established mechanisms to detect counterfeit currency. For example, when encountering questionable or suspicious euro notes authorities should check these notes using the European Central Bank website (www.eur.ecb.int/en/section/recog.html). In the case of U.S. dollars, authorities should check them against the U.S. Secret Service Counterfeit Note Search Website (www.usdollars.usss.gov). 

Customs authorities and other enforcement agencies are encouraged to work with prosecutorial or judicial authorities to establish guidelines for the stopping or restraining of currency and bearer negotiable instruments, and the arrest and prosecution of individuals in cases involving falsely declared or disclosed currency and bearer negotiable instruments, or where there are suspicions that the currency or bearer negotiable instruments are related to terrorist financing or money laundering. States Parties may also enact clear rules of how to proceed in case of failure of declaration or false declarations. Typically, a provisional measure allowing authorities to restrain the currency or negotiable instruments for a reasonable time should be adopted, in order to ascertain whether there is evidence of money laundering or any other crime. 
States Parties need to consider whether failures to comply with the declaration system will be sanctioned under civil, administrative or criminal law. Typically, fines — whether administrative or criminally imposed — have been regarded as proportional and dissuasive sanctions for enforcing these systems, with ranges from a lower percentage in cases of negligence to a high percentage in cases of intentional violation. 

While the enforcement of cash declaration systems is important, it is vital that States Parties determine how they intend to use the information that is included in routine currency declarations. Focusing only on the apprehension of those who fail to declare will result in the lost opportunity of using actual declarations to detect the laundering of the proceeds of corruption. If States Parties cannot see how they will use cash declarations, or have not got the capacity to analyze the information, there is little point in collecting it. States Parties should use the risk assessment recommended above to determine the most likely ways in which cash transportation may be connected to the laundering of the proceeds of corruption. They should build a profile of those most likely to be engaged in transporting corruption proceeds and focus investigatory attention on cash declarations from those who match the profile. The profile will need to be updated in the light of experience domestically and internationally. States Parties will also need to consider what triggers might result in suspicion and further investigation so that staff collecting declarations can be appropriately trained. Aggregate figures on cash transportation may also give indications about methods used by launderers. The risk assessment, profile and information on trends can then be used to amend cash declaration forms so as to ensure that information that creates alerts and suspicions can be readily collected.

II.7
Money Transfers

In light of the same concerns of (2), (3) recommends that States Parties consider implementing appropriate and feasible measures to require financial institutions, including money remitters: (a) to include on forms for the electronic transfer of funds and related messages accurate and meaningful information on the originator; (b) to maintain such information throughout the payment chain; and (c) to apply enhanced scrutiny to transfers of funds that do not contain complete information on the originator.

Electronic transfer systems should be subject to the same disclosure and reporting regimes applied to other financial transactions. The first essential step is to determine the risks associated with money transmitters and the process of transmission as part of the overall risk assessment. As minimum requirements, States Parties are strongly urged to apply ‘know your customer’ rules to the originator of the transaction and making the transaction traceable by accumulating information through the payment chain and by enhancing the scrutiny (on the receiving side of the transfer) when the information on the originator is incomplete. 

The group of financial intermediaries allowed to perform electronic transfers is a matter of domestic financial law and therefore varies across States Parties. However, States Parties may wish to consider designating as a money service business any which allows customers to send and receive money, within its jurisdiction or internationally, by electronic means. 

When considering adopting preventive measures regarding electronic transfers, a State Party may consider several issues. First, States Parties may consider the appropriateness of establishing a threshold that triggers the system. Some jurisdictions have established different reporting systems that are triggered by different thresholds: some for routine monthly reporting, some (or none) for ‘suspicious’ reporting. ‘Structured’ transactions—transactions divided in a specific fashion to avoid the threshold—may also be taken into account. 

Second, States Parties will need to decide the appropriate information for money transmitters to obtain from their clients. Some States Parties do not allow money remitters to provide services on an ad hoc basis and insist on customers providing substantial personal information before being allowed any use of the services. Such information would include employment and other income sources and a profile of likely remittances and the likely beneficiaries, so that actual remittances can be compared with this profile (preferably electronically). States Parties should consider this approach if appropriate.

A non-exhaustive list of transaction information that a State Party might considering requiring includes: the transmitter’s name and address, and a copy of his/her identification subjected to verification procedures (usually requiring 2 different photo IDs); the amount of the transmittal order; the execution date of the transmittal order; any payment instructions received from the transmitter; the identity of the recipient’s financial institution; any form relating to the transaction that is completed or signed by the person placing the order; name, address, and account number of recipient when specified in the transmittal order.

Finally, States Parties may decide what part of such information should be reported to the competent authorities and what other part of such information should be kept — and for how long — by the transmitter. 

II.8
Implementation and Cooperation

States Parties are encouraged to use the relevant initiatives of regional, interregional and multilateral organizations against money laundering as guidelines for implementing the mandatory and recommended provisions. 

FATF has also been promoting the creation of several regional FATF-style regional bodies; some of them also associated members of FATF. As a consequence, the majority of States Parties are members or observers of an anti–money-laundering regional group. The FATF regional groups are as follows:

the Caribbean Financial Action Task Force was created in 1993 with 30 member countries from the Caribbean Basin (www.cfatf.org); 

the Asia Pacific Group against Money Laundering was created in 1997 with 31 member countries (http://www.apgml.org); 

the Select Committee of Experts on the Evaluation of Anti–Money-Laundering Measures (MONEYVAL) was created in 1997 with 26 member countries (www.coe.int/moneyval); 

the Eurasian Group was created in 2004 with 7 member countries (http://www.eurasiangroup.org/index-1.htm); 

the Eastern and South African Anti–Money-Laundering Group was created in 1999 with 14 member countries (http://www.esaamlg.org/index.php); 

the GAFISUD, was created in 2000 and comprises 9 South American countries; 

the Middle East & North Africa Financial Action Task Force (MENAFATF) was created in 2004 with 14 member countries (http://www.menafatf.org/Home.asp). 

In relation to FIUs, a group of FIUs established an informal group in 1995 for the stimulation of international cooperation, currently known as the Egmont Group (http://www.egmontgroup.org/index2.html). With 101 active FIU members in 2006, the Egmont Group meets regularly to find ways to cooperate, especially in the areas of information exchange, training, and the sharing of expertise.

In addition, States Parties are more generally encouraged to develop and promote global, regional, sub-regional and bilateral cooperation among judicial, law enforcement and financial regulatory authorities in order to combat money laundering. This is addressed in a number of Articles below.

